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MESSAGE FROM THE CITY MANAGER

The City of Rockville strives to provide exceptibsarvices and a high quality of life, while
maintaining customer service that exceeds expeatatiSuccess depends in part on information
technology tools that are up-to date, high qualitg appropriate to a city of our size and
complexity. Success also depends on effectivenplgrand investment of resources. This
strategic plan will guide our work to acquire andimtain information technology that meets
residents’ needs and supports employees.

Rockville residents, other external customers angleyees rely on the City’s information
technology daily. Residents use technology tooth ss the website and phone system to
communicate with the City. They rely on additiot@dls to pay bills and obtain permits. Other
information technology impacts customers’ functitibshind the scenes.” For example, City
staff cannot serve customers without an effectivaricial system or functioning PCs. The
guality of our technology even impacts our abitiyrecruit the best employees.

We recognize that preparing the strategic planssgne step toward meeting customer needs.
Significant work is ahead to secure funds and fglément the plan. The Department of
Information Technology will lead the implementatmith significant involvement and time
commitment from employees in all departments. &n@ntation will involve assessing specific
needs, researching advancements in technologjfideg the most appropriate technology
solutions for Rockville, implementing or upgraditig technology and training employees.

Rockville successfully implemented the informattenhnology strategic plan developed in 2001
and looks forward to the improvements to come ¢lvemext 10 years. Our goal in
implementing this strategic plan is to improve@éncy, increase service quality and expand the
tools available to internal and external customditsis plan is a step toward an exciting
information technology future for Rockville.

Draft Plan — 4-4-11
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MESSAGE FROM THE CHIEF INFORMATION OFFICER

| am proud to present the City’s second IT strat@imn. Having been directly involved
in the development of both the original plan and gian, | can clearly see how much the
City has advanced and will advance technologicdlwlike the first plan, which was IT
Department focused, this five-year plan establishesoadmap for the entire City to
follow, with the IT Department as a significant gooment. In the challenging economic
times we are in, the plan projects that each deyant's needs will grow significantly
over the next five years, and it will be importémtthe City to prioritize and fund the
objectives and projects contained herein. Thesesiments will not only improve the
delivery of services to citizens and the publid, &lso will allow employees to work

more effectively, efficiently and collaboratively.

While the development of the plan is significamplementing the recommendations will
take a tremendous effort on the part of our higalgnted IT and City staff. Many
major projects will emerge from this plan, and thesll need to be carefully managed
and tracked throughout their lifecycle.

It is important to keep in mind that this plan isobadmap that relies on forecasts and
assumptions that may change in the future. Itlvalimportant to revisit the goals,
objectives and projects on no less than an anrasi land make adjustments as
warranted.

The development of this plan would not have beessibte without the work, input and
review of the many people and groups listed orattiowledgement pages. | am
grateful for their expertise, insights, suggestiand opinions. Likewise, | am grateful
for the direction and support of Scott Ullery, Citlanager, department heads, and the
Mayor and Council, all of whom have recognizedithportance of information
technology to the successful achievement of thg<Cgoals.

Draft Plan — 4-4-11
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EXECUTIVE SUMMARY

[Divider Page. Graphics to be added in final doenot

Draft Plan — 4-4-11



Attachment A

7
IT STRATEGIC PLAN FY 2012 — 2016
DRAFT

EXECUTIVE SUMMARY

This five-year IT Strategic Plan sets forth a razap for the City of Rockville based on
extensive input from City staff; research condudigdT staff and others in the IT field;
input from a group of residents who oversee Rockamebmmunity online network;
preliminary input from the Mayor and Council; andensive discussions with senior
management.

It identifies the organization’s current IT needsl ato the extent possible, anticipates
future IT needs. The plan lays out the means et s1ecessary to meet those needs and
the strategy to ensure the City’s IT resources srpe delivery of high quality services

to internal and external customers.

It is based on the premise that the City providesen, leading-edge information
technology tools that enhance service qualitycedficy and quality of life. It focuses on
benefiting both internal and external customersugh improved support, tools and
service delivery.

The plan specifies ways to take advantage of excdevelopments in information
technology to improve efficiency, effectivenesspensiveness, transparency and
accessibility. It also includes tools to help @tgvernment better analyze information
and make decisions

The estimated total cost to implement the plan fE&fi2 through FY16 is $6.6 million.
There are one-time and recurring costs includebertotals. Some of the costs span
more than one fiscal year because of the natuparbicular initiatives and because of
recurring costs. The costs are presented by goal®bjectives on pages 69-72 and by
fiscal year on pages 74-75.

The time frames for strategic initiatives were pgtiped taking into account the results of
the employee survey and focus groups; the IT stéiféat and analysis; costs; budget
priorities and limits; age or absence of hardwaoéware and policies/procedures; length
of time needed for investigation, analysis and enpéntation; and staff and other
resource availability. In short, the schedulethar strategic initiatives reflects their
relative priority.

The plan is based on an overarching vision of tiig<dnformation technology within

five years. Goals, objectives and strategic itites define how the City will achieve the
vision. A set of guiding principles is provideddaide decision-making.

Draft Plan — 4-4-11



Attachment A

8

IT STRATEGIC PLAN FY 2012 — 2016
DRAFT
VISION
All City of Rockville employees and customers benef it from high quality, efficient, cost
effective and secure City communications, access to information and service delivery.
GOALS
| T~
OBJECTIVES Guiding
[ Principles
STRATEGIC L —]
INITIATIVES

Goals, Objectives and Strategic Initiatives

Thegoalsidentify the City’s main areas of focus for infaation technology, and they
indicate the results that the City needs to achieve

Theobjectivesare tied to the goals and identify the activitiesction steps needed to
obtain the results envisioned by the goals. Sodnjectives support more than one goal.
They are action statements that clarify how theoization will implement the strategy.

Strategic initiativeswhich break down the objectives into their mguedfic parts and
activities, are identified in the body of the pkamd the tables outlining costs and
timelines (pages 69-75).

Goal 1: Communication and Collaboration
Employees and customers have access to proveimdeadge City information
technology that enhances communication and colioor.

Objectives:
l.a. Enhance Multiple Channels of Communication andabairation
1.b. Enhance Mobile Computing Communication Systems

Examples of Strategic Initiatives

» Expand the use of the Web to enhance two-way conuation with
customers and the public

= Further utilize social networking for communicatiith customers and
the public

= Employ technologies to enhance public interactio@ity meetings

expanding the use of the virtual private network

» Increase remote access for employees, especiallygdemergencies, by

Draft Plan —4-4-11
A-10



Attachment A

9
IT STRATEGIC PLAN FY 2012 — 2016
DRAFT

Goal 2: IT Department Consulting Service

The Department of Information Technology providashhical and strategic leadership
and consultation to City departments.

Objectives:
2.a. Improve IT Best Practices
2.b. Prepare for the Future through Research and Dewednt

Examples of Strategic Initiatives
= Establish IT consulting services to work with depeants
= Develop a process for on-going and special projesisarch
» Educate employees on new and emerging technologies

= Identify technologies to facilitate communicatiogtlween departments
and citizens

Goal 3: IT Infrastructure
The IT infrastructure is enhanced and supportgatdwide the tools and resources for

information technology to operate efficiently ariteetively.
Objectives:
3.a Enhance the Institutional Network and Interneh@axtivity
3.b. Enhance and Expand Hardware and Software Infictsiie

Examples of Strategic Initiatives
= Deploy fiber optic connectivity to remaining institbnal network sites
= Upgrade the network backbone from 1 Gb to 10 Gb
* Increase Internet bandwidth
= Expand centralized storage capacity

» Expand the backup recovery site and provide a seopa using the
“Cloud”

Expand use of server and desktop virtualization

Draft Plan — 4-4-11
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Goal 4: Information and Document Management

Employees and customers have access to City-beskeddlogy systems that facilitate
storage, retrieval, analysis and reporting of @ifgrmation.

Objective:

4.a. Enhance Data and Document Storage, Retrieval,n@#on, Sharing and
Access

4.b. Use Data to Improve Analysis and Decision Making

Examples of Strategic Initiatives

= Make commonly requested data available to the pumlan industry-
standard interactive format

= Use business intelligence software to improve aglgnd decision-
making

= Use a document imaging and management system towgfficiency
of document storage, organization and access

Goal 5: Software Integration and Interaction

Software systems are integrated, adaptable andnesstly, and they support efficient
and effective business processes and service delive

Objective:

5.a. Increase and enhance effective and efficient dgfiof integrated quality
services for internal and external users.

10

Examples of Strategic Initiatives
= Implement and migrate legacy enterprise softwapdiegdions to a single

utility billing, permitting, code enforcement, lieeing, human resources,
payroll, inventory, purchasing

» Purchase an asset management system that integrétegographic
information systems and other enterprise software

of the enterprise system

enterprise (or ERP) solution where practicablduiiog finance, budgeting,

= Add utility billing, employee and vendor self-sezgj and budgeting modules

» Evaluate implementing a customer relationship mamant system as part

Draft Plan — 4-4-11
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Goal 6: Prioritization and Funding of Information Technology

Information technology solutions are high priosti®r the organization and are funded,
acquired, developed and implemented in a timelycst-effective manner.

Objectives:

6.a. Develop Citywide Best Practices for Prioritizingdafunding IT Solutions
and Projects

6.b. Improve IT Budgeting and Purchasing Processes

Examples of Strategic Initiatives

= Develop processes and criteria for prioritizingd@pital Improvement
Program projects and Operating Budget items

= Develop a policy identifying information technologg an organization
priority for enhancing service delivery and effivoy and effectiveness of
operations

= Develop a process for departments to partner WwegHT department for
investigation, purchase and deployment of technolog

= Communicate technology priorities and needs witly €taff and the public

Draft Plan — 4-4-11
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Goal 7: Training

City employees are provided the training necestaiycrease the organization’s
technological competency and productivity. Techgglstaff is provided the training and
resources necessary to support and enhance informtathnology

Objective:
7.a. Increase Technical Proficiency and Expertise

Examples of Strategic Initiatives
= Develop an end user technology training program
*= Provide ongoing training opportunities for IT tedal staff

* Provide a comprehensive program for deliveringntrey by various
means, in various locations, and various manneirssgruction

* Provide increasingly sophisticated training so texdtbgy is used to its
full capacity

Conclusion

In these challenging economic times it is impegativat information technology is a
priority element in meeting the City’s needs andlgpand that it is funded appropriately.
This plan provides a vision and roadmap for thedioated development and
enhancement of the City’s technology over the figgtyears.

It provides practical guidance for responsible sieci-making and resource management.
It focuses on the entire organization, and its tigraent has included input from staff at
various levels throughout the organization. Beeaafsts organization-wide scope, it

also supports cooperative partnerships betweernrtiegats.

While this plan provides a roadmap for FY12-16, kvoegan in FY11 using funds
approved by the Mayor and Council to:

= Install wireless Internet access at several Citilifees
= |Implement a talent management system

= Secure an outside expert to examine the City’s ohecu imaging and
management needs and to propose a solution.

= Implement a full digital conversion and tapelesskilow for Rockville 11
= Upgrade Microsoft Office to Office 2010 and provstaff training
= Upgrade the City’s main data center cooling andtatal infrastructure

Draft Plan — 4-4-11
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A critical step is to provide funding in the FY1Bdget for those strategic initiatives
identified as first-year priorities. The IT staffll begin implementing those FY12
objectives and strategic initiatives for which fumglis not required.

In the 10 years since the City began to implemtsrirst IT Strategic Plan, a great deal
has been accomplished in using technology to imgoitvzen access to government
information and to increase employee efficiency afiectiveness in delivering superior
services. In the next five years, the City faceewa set of challenges and expectations.
Using this plan as a roadmap, the City has the ppity to use a new generation of
technology and new ways of doing business to nineastet challenges.

Draft Plan — 4-4-11
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INTRODUCTION

[Divider Page. Graphics to be added in final doenotr]
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INTRODUCTION

This is the second Information Technology Strat&jan developed for the City of
Rockville. The first plan in 2001 was one of tivstfmajor projects of the newly formed
Information Technology (IT) Department and its ffidérector.

2001 Plan Accomplishments

The 2001 plan was the springboard for a numbeigoifgcant accomplishments that
have improved citizen access to government infagnaincreased employee
productivity, efficiency and effectiveness; andgdeal the City enhance the delivery of
superior services. Among these accomplishmenttharfollowing:

Implemented an institutional network (I-Net) ofdiboptic cable linking all key
City facilities and enabling high-speed, high catyadata, voice and video
communications amongst staff and with the public

Implemented a new City-wide Voice Over InternettBeol (VOIP) telephone
system that has saved the City $150,000 annually

Updated and expanded the City’s geographic infaonaystem (GIS) map
library to include more than 200 map layers of infation

Audited and enhanced the security features ofTtheftastructure

Developed the technical and creative aspects d€itys website to enhance
communication and participation in city government

Standardized computer hardware and software ankmgmted a cost-saving,
regularly scheduled, rotating replacement program

Supported the implementation of an 800MHz mobile@system and 3g mobile
data system to enhance public safety services

Provided Internet access to public computer lalvsedneation facilities

Provided mobile computing capacity for inspectord ather key staff working
away from their offices

Implemented video on demand for the City’s webggiag the resources of the
City’s cable television channel

Developed training and capacity for teleworkingsmyne City staff to help reduce
demands on City Hall space and to help reducedrefingestion

Developed and implemented online recreation progesgistration and other e-
commerce applications to make it easier and mangezgent for residents and
businesses to do business with the City

Draft Plan — 4-4-11
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The Current and Near Future Environment

In early 2009, with some of the previous plan’sastructure beginning to age, with
information and communication technology changirayerrapidly, and with the needs of
citizens and City staff developing as rapidly, tlevelopment of a new IT strategic plan
became an organizational priority.

From initial impressions and through research aradyais, a few things have become
clear, and they have been factors in driving thedrfer a new plan and helping to shape
the plan’s content:

The way government does business and interactstwititizens is changing, and
information technology will play a key role in th@shanges

This is an exciting and challenging time in whielshinology is both driving and
being driven by changes in the way people livertines and share information.
Wireless technology and social networking, to nguséa couple, are creating
new opportunities

Smartphones and mobile computing are becoming darhiorces. By 2015, the
majority of Web pages viewed will be through thdsgices. It is incumbent on
governments to adapt to this paradigm shift andrafmartphone and mobile
device friendly access to information through theBMnd other applications

There is an increasing need for organization-widatérprise”) IT solutions that
are integrated to improve the way the City sernviéésenis and businesses

Many larger technology infrastructure improvemaarts long-term investments
and require careful planning and research befa déine implemented

The role of the IT Department will need to expamdhiclude not only expert care
of the IT infrastructure and applications, butpal® take on a more proactive
consulting, facilitating and leadership role. §hew role involves understanding
and interpreting needs, communicating informatexrhhology needs and
possibilities, developing and improving businesscpsses, and finding and
coordinating appropriate solutions

Departments and users will need to be more praaeiind timely in
communicating their needs, desires and new devedoisnin technology in their
disciplines to the IT Department. IT will needpglay a more consultative role
with departments to facilitate two-way and multiyn@mmunication among
stakeholders

Technology is changing rapidly, and many techn@sghat may be in use in five
years have not been developed or invented

Draft Plan — 4-4-11
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In these challenging economic times, IT departmarésembracing Cloud-based,
open source and virtualized solutions. It app#dsse shifts will continue well
into the future and will be long lasting

Over the past 10 years, ongoing maintenance caststbeen consuming an ever-
larger share of IT budgets. As the IT industnjtstio “Cloud” and other
application service provider models, recurring sagill be an even greater
portion of budgets, although there also may benggvin capital costs associated
with these technologies

It is advantageous to seek out and deploy techgdlug adheres to open, vendor
independent standards and to minimize proprietalytisns

Cyber attacks are growing in number and in sop@ttn, and proactively
protecting the City’s information technologies rgical

As employees are being asked to do more with thne sa fewer resources, it is
critical that the organization provides them whle {T tools they need to do their
jobs

Mergers and acquisitions of technology companieguding many providing
products and services to local governments, armbavsignificant impact with
less competition, fewer choices of products andgiprices

Just as clear are a number of challenges thanarevél continue to face government,
and local government in particular, as it workptovide information technology
solutions for staff and the public:

Major economic forces have created revenue congdrdiat are forecast to
continue for several years

Government processes, regulations and audit regaires do not always support
flexibility, quick changes or selecting the mostdeed new technology

The needs and desires of staff, City departmerddtapublic, as well as the way
they use technology, are increasing and changamgesmes at different rates

Government needs to make sure the technology itoysfor communication
with the public is accessible to those who canffor@the latest technology and
those with disabilities

Government cannot easily discard technology investenmade with taxpayer
money. Changing technologies requires demonstratitlgar need and showing
the return on investment

A balance needs to be struck between employingeprawnd leading-edge
technology

Draft Plan — 4-4-11
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Plan Overview

This five-year strategic plan sets forth a road rieaphe City of Rockville that is based
on research; extensive input from City staff, imlbhg IT staff; input from Rocknet, a
resident-based community online network; prelimyniaput from the Mayor and
Council; and extensive discussions with senior rgameent.

It identifies the organization’s current IT needslato the extent possible, anticipates
future IT needs. The plan lays out the strateglystaps to meet those needs and to make
the City’s IT resources effective tools in deliverihigh quality services to internal and
external customers.

Throughout, the plan also addresses or takes antsideration the trends, changes and
challenges listed above. For example, it callsf@anges in processes and procedures; it
provides for use of the “Cloud” for certain techogikes; it emphasizes the importance of
working with smartphones; and it emphasizes theomamce of prioritizing technology
needs, including training for staff.

It is based on the premise that the City providesen, leading-edge information
technology tools that enhance service qualitycedficy and quality of life. It focuses on
benefiting both internal and external customersugh improved support, tools and
service delivery.

The plan is based on an overarching vision of tiig<nformation technology within
five years. Goals, objectives and strategic itites define how the City will achieve the
vision. A set of guiding principles is providedduaide decision-making.

The estimated total cost to implement the plan fEofi2 through FY16 is $6.6 million.
There are one-time and recurring costs includebertotals. Some of the costs span
more than one fiscal year because of the natuparbicular initiatives and because of
recurring costs. The costs are presented by goal®bjectives on pages 69-72 and by
fiscal year on pages 74-75.

The time frames for strategic initiatives were pgtiped taking into account the results of
the employee survey and focus groups; the IT stéiféat and analysis; costs; budget
priorities and limits; age or absence of hardwsaoé&ware, and policies/procedures;
length of time needed for investigation, analysid anplementation; and staff and other
resource availability. In short, the schedulethar strategic initiatives reflects their
relative priority.

This is an organization-wide plan. To make italitg, will take commitment and
support from elected officials, senior staff, theblic, IT staff and technology users
throughout the organization. The support will needome in terms of priorities, dollars,
policies and practices. Successful implementatiay mean making compromises, and

Draft Plan — 4-4-11
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it will mean exercising patience, taking an orgatian-wide perspective, and
maintaining a continued focus on the vision, gaald principles of this plan. It will take
cooperation, communication and flexibility to adé&pthanging needs, technologies and
resources.

Benefits to Citizens

The City’s five-year Information Technology Strateglan may appear to have an
internal focus on city government; however, thenany purpose is to help improve
service delivery. Overall, Rockville citizens amaksinesses will benefit from the IT
Strategic Plan through improved access to pubfarmation and services; more efficient,
effective and responsive service; and more conwéried compatible choices for
conducting business with the City.

The following chart summarizes some of the benéfigs residents, businesses and other
stakeholders will experience with implementationhaf seven IT Strategic Plan Goals.

Draft Plan — 4-4-11
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Goal 7

Technology Staff
and Other
Employees are
Provided with
Necessary Trainin
and Tool

Goal 6

Information
Technology
Solutions are City
High Priorities and
are Funded in a
Timely Manner

Goal 5

Software Systems
are Integrated for 4
Efficient Business
Process and Servir
Delivery

DRAFT

Benefits to Citizens

Goal 1

Employees and
Customers Have
Access to Proven,
Leading Edge City
Communication
Technology

Benefits
To

Citizens

A 4
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Goal 2

IT Dept. Provides
Technical and
Strategic
Leadership;

C.onsitiltine

Goal 3
City's IT
Infrastructure is
Enhanced and
Supported

Goal 4

Employees and

Customers Have

Access to City-
based Technology,
Information & Data

Results

All City of Rockville employees and customers benefit from high quality, efficient, cost effective and secure City

communication, access to information and service delivery.

Examples

Communications and Citizen
Participation

Expanded use of City website for tw
way communication

Expanded use of social networking
Enhanced public interaction at City
meetings

New ways to communicate with City

via smartphones

— Easier and quicker access to City
information and data

— Enhanced security of customer
information

Government Efficiency and

Effectiveness

Smart computing for water meters,

traffic lights and data acquisition

Integrated and cross-communicating

systems and applications

Electronic system for document

management

Improve decision-making using

business intelligence solutions for

analysis and reporting

Enhanced security and backup of Ci

information, data and systems
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STRATEGIC PLAN DEVELOPMENT & IT DEPARTMENT
OVERVIEW

[Divider Page. Graphics to be added in final doenot
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STRATEGIC PLAN DEVELOPMENT

Project Management

The City Manager assigned the Chief Informationic@ff (CIO) to be the project
manager for the development and implementatioheiT Strategic Plan. He further
created an executive committee to support the @0Das a sounding board, provide
advice, help with coordination and facilitate commumation with the City Manager and
employees. This group was composed of the CIOA#sestant City Manager, the
Telecommunications and IT Operations Manager aadilganization Development

Manager.

The project manager and other members of the exeacammittee researched other IT
strategic plans and documents that provided adnageveloping an IT strategic plan.

An executive steering committee was formed, compas®ne representative of each
department to act as an additional sounding baaddpeovide feedback on key elements
of the plan. A consultant provided additional advand feedback as the plan was

developed.

Project Charter

A project charter defined the project’s nature p&;@urpose and objectives; identified
key players and their roles; and served as thamguabcument for the development of
the strategic plan. The City Manager approvecttieter.

Research

Research for the strategic plan included the falhguecomponents:

e-mail account

RockNet Board
IT Staff Retreat

Outreach to
senior staff
including
department
directors

Employee Survey: Focus Groups: Technical Research:
» Electronic » Employees » IT staff-developed white papers
» Employees with » Citizens via e Subscriptions to Forrester Research, Inc., No

and InfoTech Research Group
» Public Technology Institute membership
» |T staff general and topical research

Employee Survey

An anonymous online survey composed of closed-ogee-ended questions was made
available to the 407 City employees with individaaiail accounts; i.e., those

Draft Plan — 4-4-11
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employees who are most likely to use informatiati®logy tools. Of the 407
employees who received the survey:

» 306 viewed it
e 217 started taking it
* 167 completed it (41 percent response rate)

Among the results of the survey’s open-ended gomstivere the following:

* Remote access to files was the most desired teatnchpability to help
employees better do their jobs
Note: Increased remote access began in FY10 #iféesurvey results were received, and

improvements are an on-going strategic initiativelar Goal 1, Objective 1.a of this strategic
plan.

» Data storage/server/space and document manageraenthe things that could
most help respondents improve the efficiency ofkiftow

» Limited resources was identified as the biggesliehge for respondents in
providing their services over the next five years

« Communication was seen by respondents as the jygsttanity to improve their
service over the next five years

The graph below illustrates the highest priorif@simprovements based on responses to
the four open-ended questions.

Employee Survey Priorities

MNumber of Employees
0 20 40 60 50 1040

] | ] | ]
Remote Access

Collabarationfintegration
StorageiServers
Training
Hardware/Speed
Software Upgrades
Tech Staffing & Support
Cammunication Technolagy
Resource Allocation
Management Practices
Doc Imaging

Ermail Sofhware

Wy ehsite/intranet

Note for the graph above: Because of the openéndaure of the questions, there was a variety of
responses. Efforts were made to group similarestthiesponses as much as possible.
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* The most important aspects of technology at workdepondents were the
following, in descending order of importance:

Having technology that’s been proven
- Facilitates the employee’s research

Having the latest technology

- Technology that keeps the employee in touch withkfeoworkers
Training

- Compatibility with technology used by customer$iestgovernments

Compatibility with technology the employee useb@ne
- Customer support availability beyond normal bussriesurs

Note: Each possible aspect was rated on a scale(loiwest importance) to 5 (highest importance).
With one exception, the average rating for all agpavas 4.55 or higher. The exception was customer
support availability for which the average respomses 3.81.

Focus Groups

Individual discussions were conducted with eacly Ggpartment including members of
the department’s management team, as well as départment staff. These discussions
consisted of an overview of the IT Strategic Plarppse and process followed by a
SWOT (Strengths, Weaknesses, Opportunities, THrdatsussion and analysis. The
final section of the discussion was an open disondsom which IT management
excused itself.

Helpful Harmful
to achieving the objective  te achieving the objective

£k
o
=1
ar

o
ot Strengths Weaknesses
3
&3
E=F
=
o
-
S
wz Opportunities Threats
£s
f’
xE
W

A similar discussion was conducted with residerasfRockNet, a community online
network partially supported by the City. The ITfstead a facilitated day-long retreat,
which included not only a SWOT discussion, butpassdiscussion of ideas for

Draft Plan — 4-4-11
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developing the strategic plan and for providing amynities for IT staff input. It also
included a brainstorming session on a wide-randerefard-looking matters related to
technology, applications, infrastructure, workfleservices and policies.

The main points of each SWOT analysis were posdtey were discussed, and at the
end of the discussion, the members of each group asked to identify items that
resonated most with them, although not necesgtely top priorities. Among the items
identified the most from all focus groups were fibléowing:

SWOT Analysis Key Results

Strengths

= |IT Help Desk and staff

= Kronos electronic timesheets

= Number of computers available

= Improvements in City website

= |nternet access and fiber network
infrastructure

» Remote access to voicemail

= Lotus Notes custom applications
(e.g., egenda, CSRs, Project
Tracking)

* [T communication to users

= Copy machines with
scanning/pdf/fax capabilities

Opportunities

®  24/7 remote access to all systems
and documents

= Employee self service

=  |Imaging system for document
management

= Online training available 24/7

Weaknesses

Lack of 24/7 remote access to all
systems and documents
Lack of regularly scheduled
mandatory training
Document storage and
management

Legacy permit system

Lack of user friendliness and
features of current financial
system

Current e-mail system

City website

Inadequate IT staffing level

Threats

Hard to attract tech-savvy
employees if the City is not more
cutting edge

High expectations by people
wanting information, service,
response 24/7—technology is
faster than bureaucracy

The following graph reflects the frequency thatuegroup participants identified
various items as those that most resonated with,thegardless of whether prompted by

a positive or negative comment.
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Employee Focus Groups
Areas of Strong Interest

Mumber of Employees
0 10 20 30 40 S0

60
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30

Remote Access
Training

Tech Staffing & Support
CollahorationfIntegration
Management Practices
Wehsitellntranet
Hardwiare

Fermit Software

Ermail Software
Storage’S hared Seners
Financial Software

G5 Asset Mot Software
Software Uparades
Communication

Technical Research

The IT staff conducted targeted research and wrbite papers on topics relevant to the

City and its IT Strategic Plan. The white papeadude the following topics:

* Document Imaging

Hosted Messaging and Collaboration Services

* New Technology

* IT/Network Infrastructure Trends

» Virtualization in the Data Center

* Green Computing

* ERP Trends and Strategies for the Next 5 Years
* Mobile Computing

» Benefits of Utilizing Portable Devices

Draft Plan — 4-4-11
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* VPN (Virtual Private Network)

* Social Networking

* Geographic Information Systems (GIS) Technologyn@ise

* Voice Communications Needs for the Future

» Political, Economic, and Operation Issues and Tsendsovernment

The City also purchased a one-year subscriptidfotoester Research, Inc., a leading
technology and marketing research firm focusingforward-thinking” practical matters.
IT staff consulted Forrester’s online informatiom geveral topics related to the staff’'s
white papers; on other topics that arose througtimitourse of the plan’s development;
and for thought-starters. Additional research seslincluded Norex and InfoTech
Research Group, various websites, and staff congatian with other jurisdictions.

The City also maintains a membership with the Rubiichnology Institute (PTI). Staff
attends seminars on emerging trends in technoldg@ystaff also participates in PTI
listservs and webinars, in the Maryland MunicipgManagers Association (Maryland
Municipal League), and in the Metro CIO group & tetropolitan Washington Council
of Governments.

Throughout their professional work and continuidge&ation, IT staff members are
continually reading articles, papers and books wargety of IT topics, and these helped
inform strategic plan discussions, white papersdeusions. Additionally, IT staff has
participated in conferences, webinars and otheritrgithat also contributed to the body
of research for the strategic plan.

IT staff reached out to department directors anghdenent management staff to learn
about their business practices, their managemausnend developments in technology
for their disciplines.

Discussions of the research results by the exexsteering committee and senior staff
further sifted, analyzed and synthesized the resutile also illuminating and identifying
strategies and items needing most immediate action.

IT Department Overview

The IT Department was created in 1998 in respamsegrowing interest and need for
making technology a Citywide strategic focus. Aewn in the City budget, the
department has three “cost centers”. IT Operatigngce Communications and GIS
Operations. Under the IT Operations umbrella,glee several areas of responsibility,
including financial and human resources applicaigystems; systems security; permit
applications and systems; e-mail and collaboragplications and systems; networking
engineering; PC and network support, and teleconwatians.
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For the past several years, since beginning to eek of service level information, the
IT Department has maintained an “uptime” of 99.8cpat for mission critical systems
and applications. Its PC and network support $ta$fa 98 percent “satisfied” or “very
satisfied” rating on service surveys returned hentt.

The IT department operates and supports:

* Aninstitutional network (primarily fiber-optic)
* More than 400 desktop computers
* 60 laptop computers
» 57 physical servers
» 25 virtual servers
* 41 network printers
e 21 portable devices
* A voice over internet protocol telephone systemhwiH0 phones
* Internet connections
* A website
e Anintranet
* Wi Fi sites at most City facilities
* Microsoft Windows and Office applications and sysse
* Applications and systems for:
= Police
= Finance
= Human Resources
= Video on demand
= E-malil
= Electronic agendas
= Permitting
= GIS (Geographic Information System)
= Records management
= (Citizen service requests
= Recreation and Parks class registration
= Golf course operations
= Purchasing
= Refuse
= Systems security
= Voter registration, and more

Draft Plan — 4-4-11
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The IT Department supports technology used by tagdviand Council and all of the
City Departments: City Manager; City Clerk; Citgtérney; Community Planning and
Development Services; Finance; Human ResourcegeP&lublic Works; and
Recreation and Parks.

A younger and more tech-savvy generation of em@syes been entering the City work
force over the past 10 years. At the same timeewtbrkforce has retained a strong core
of seasoned and experienced workers, many of whawa had opportunities to learn and
use newer technologies, but some of whom haveambthese opportunities or taken
advantage of them.

In general, Rockville residents are well-educated active in their community and
government; have relatively high average incomed;raake use of advanced technology
in both their personal and work lives. They exgedte able to interact with and obtain
services from their local government using the nedbgy to which they are accustomed.
At the same time, there are residents who do nat hacess to or familiarity with the
latest technology, and they, too, expect to be thieteract with and receive services
from their local government. From several indicat&Rockville residents expect their
local government to use technology to operate ey, efficiently, responsively and
responsibly.

As a percent of the City’s All Funds Operating Batfpmitting the debt service fund),
the IT Department Budget has declined from 4.58q@rin FYO1 to 3.57 percent in
FY11. For the sake of consistency throughout #reogd of comparison, the Web and
television budget amounts were included in the ahamount of the IT Department
budget; although, in actuality, the Web operatiod budget were moved to the City
Manager’s Office in FY08, and the television operatand budget were moved to the
City Manager’s Office in FY10.
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In terms of amount spent per full time equivaldfikE) position in the City, the IT
Department budget has increased from $4,015 in R¥@&b,615 in FY11.

$7.,000

6,000

5,000

4,000 4

$3,000 4

$2,000 4

1,000 4

IT Dept. Operating Budget Per City FTE

F

Fy2

Fy03

F04 |FYTE

F06

Fy07

F%08

F09

Fx10

F11

FTE's (Feguar and Temparary)

50550

G16.20

530.50

525.50 [625.00

51590

G22.70

524960

535310

G4i5.50

631 .90

IT Dept. Spending per FTE

54,015

54,551

54,270

54,340 [$4,179

54,542

54,555

5,205

54,796

55,303

55,615

[mIT Dept. Spending per FTE |

For accurate comparizon, data has been nommdized to indude Wikb and TWbodgets; atthough, Wieb bodgat was mowed to Chl0in FY0% and Th'bodget was moved to Chi0 in FY10

When compared to Rockville’s population, the IT Begment budget reflected a decrease
in per capita spending from $51 in FYO1 to $49 ¥06. From FYO05 through FY10 (the
most recent year for which population estimatesaaeglable), the per capita IT
Department spending increased from $49 to $55.
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IT Dept. Spending Compared to Population

$70 70,000
__,.-l-"".
$50
& / 50,000
g
$55
T
& 40,000
£ —
E __‘—_'_‘-‘——__.__._,_--""’
& 30,000
B 545
=
o
= 20,000
$40
535 10,000
$30

F Fy oz FY 03 F 04 F 05 F 06 Fv a7 F' 03 Fy 039 Fy 10 F 11
Fiscal Year

[—®—IT Spending Per Copita ——Population |

For accurde com parison, the data for IT Depatment spending has been normalizedto include Yaeb and T budgets, which were moved tothe CWO
budget in FY08 and F 0 respectively.

The IT Department is responsible for providing s&s to more than 30 City facilities.
At some facilities, the department provides a duthy of services, among them, the
institutional network (I-Net), network and PC suppbelp desk, e-mail, telephone, and
file storage and backup. A key part of these sepsvis maintenance, requests for
assistance, repair, and enhancement. At some sitesy the services are fewer, such as
providing and maintaining a voice telephone lin@delephone line for security alarm
service.

The following map and accompanying list show thessio which the IT Department
provides services.
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City Hall

Gude Drive (Rothgeb) Maintenance Office
Gude Drive — Golf Maintenance

Gude Drive — Motor Vehicle Maintenance
Gude Drive — Stockroom

Lincoln Park Community Center

Glenview Mansion

Glenview Cottage

F. Scott Fitzgerald Theatre

. Rec Services Building

. Croyden Creek Nature Center

. 20 Courthouse Square

. 30 Courthouse Square

. Swim and Fitness Center

. Senior Center

. Thomas Farm Community Center

. Water Treatment Plant

. Twinbrook Community Rec. Center
. RedGate Golf Course

. Elwood Smith Community Center

. Arts and Innovations Center

. Town Square stage and plaza

. Town Square Parking Garage 1

. Town Square Parking Garage 2

. Town Square Parking Garage 3

. Fallsgrove Multi-Model Ctr.

. Graphics and Printing/Bouic House
. Rockville Econ. Development Inc.

. Lincoln Park Sub-station

. Phone line/alarm service only: Metro Station

elevator; Pump House, Beall Dawson House,
Broome Concession, David Skull Rec., Dogwoo(
Concession, and Rockcrest Rec.
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The IT Department has provided for and supportsstitutional network (I-Net)
connecting 19 City facilities with high-speed tramssion of data, voice, and video. (See

illustration below.)

33

Most of the I-Net infrastructure is fiber-optic ¢@pand most of that has been provided
free of charge to the City through cable franclaigeeements and rights-of-way use
agreements negotiated by staff teams led by IT eeat staff.

The initial part of the I-Net (consisting of Citya, Civic Center, Gude Drive
maintenance facility, Senior Center and 30 Coursledbiquare) was conducted as a two-
way ring, so if there is a cable cut or malfunctiorone area, the network traffic can flow

in the other direction without interruption of se. There is a “switch” and other

equipment at each site to receive, route, andrrdaritee communications.

The I-Net has allowed the City to employ an advdnéeice over Internet Protocol
(VolIP) telephone system that has eliminated thel feetraditional phone lines between
facilities, saving the City more than $150,000 arye

Thomas Farm City of Rockville I-Net
Comm. Center GUDE DRIVE
SENIOR CENTER 10 workstations
12 workstations RedGate Golf Course 55 phones
16 phones 2 Workstations
3 phones [ =—5] I:I
]
LINCOLN PARK
TWINBROOK
1 Gbps over two fibers REC CENTER
REC CENTER 6 workstations CIVIC CENTER
onrng & workstations 15 phones 7 workstations
6 phones B8l ]| 11phones
e
Arts &
Innovation SWIM CENTER 1 Ghps O"e.r oo Rec. Services
Center T workstations fibers on paint-to- ke tati
10 phones oint links 12 workstations
p e 17 phones
Cog===d Nature Center
2 Workstations =]
5 phones
]
= I THEATER
i T 6 workstations
T1 4 phones
Water m
a CITY HALL
Treatment ey 230 workstations,
Plant == Servers
20 and 30 COURT HOUSE 2 workstations, o (TER 243 Phones

Sq.
30 workstations
30 phones

| 2 phones

Fallsgrove
Muktimodal

Comcast Fiber

Transportation
Center
5 workstations
4 phones
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STRATEGIC ELEMENTS

PURPOSE
GUIDING PRINCIPLES
VISION

GOALS, OBJECTIVES AND STRATEGIC INITIATIVES

IT Strategic Plan Vision, Goals and Objectives

Objective: 1.b.
Enhance mobile computing
communication systems.

Objective: 2.a.
Improve |T best practices

Prepare for the future through
research and development

Obijective: 1.a.
Enhance multiple channels of

Goal 1 Goal 2
communication & collaboration Communication and IT Department Consuiting Service
Collaboration

Objective: 3.a.
Enhance, the Institutional
Metwork & Internet connectivity

VISION

Objective: 3.b.
and expand
All City of Rockville hardware and software
emplovees and customers infrastructure
Objective: 7.a. Increase Goal 7 benefit from high quality, Goal 3
technical proficiency and Training efficient, cost effective and IT Infrastructure Obiective: 3
expertise } . . yective; 3.c.
secure City communications, Enhance security for
access Lo information and transactions, storage and
service delivery, back-ups
Goal 4
Goal 6 Information and Document
Prioritization and Funding of Management
Information Technololgy
Goal 5
Objective: 6.3, Software Integration and Objective: 4.b.
Develop Cilywide best Intaraction
practices for pricritizing and

funding IT solutions and
projecis

Use data to improve
analysis and decision
making

Objective: 6.b.
Improve IT budgeting and
purchasing processes

Objective: 4.a_

Enhance data and document
storage, retrieval. organization.
sharing and access

Objective: 5.a.
Increase and enhance effective
and efficient delivery of integrated
quality services for internal and
external users
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STRATEGIC ELEMENTS
Purpose

The five-year IT Strategic Plan for the City of Reitle will serve as a roadmap for
information technology acquisition, developmenpldgment, use, budgeting, work
plans, maintenance and support.

This plan identifies the organization’s currentrideds and, to the extent possible,
anticipates future IT needs. This document laygtoeiactivities and the costs necessary
to implement the goals and objectives containgtierplan. The purpose of the plan is
to move the City further ahead in high qualityj@ént, cost-effective, and secure City
communications, access to information and servetieety.

The plan will educate City staff about IT resouraesl emerging technologies, and will
support efforts to incorporate technology developtm@nd trends to meet the
organization’s needs. The goal is to provide Horgces in an orderly and efficient
manner that results in efficient and effective wprkcesses, service delivery, and
communications. The plan focuses on the big picimceis realistic and flexible.

Guiding Principles

The following guiding principles were developedconcert with the goals and objectives
to guide decision-making in the continual developtrad the City's information
technology. They evolved from the City’s firstadtrgic plan as well as current research,
employee input, public input, and IT staff whiteppes.

1. The City will deliver services and informationew the Internet, cable television,
wireless and other technologies utilizing a varigtgpproaches to inform
citizens and foster input and participation. ITlwilaintain a network
infrastructure with the appropriate bandwidth, spaed reliability to deliver
these services and meet the needs of users.

2. City staff will have the necessary technologied training to accomplish their
mission and goals within resource constraints,us®t input will be sought as
appropriate when implementing new technologies.

3. Information sharing and collaboration betweed aithin departments will be
encouraged, and IT will provide expertise and guddawvhen supporting business
process improvements.

4. 1T will provide quality customer service to tectogy users and departments as
defined by the City’s customer service standardsteatked with performance
measures.

5. Partnering opportunities will be pursued withhoprivate and public sector
organizations whenever possible.

Draft Plan — 4-4-11
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6. The City will pursue commercial-off-the-shelf@TS) software applications,
systems with open standards, and hosted or closeldsystems where
practicable with a bias toward proven technologies.
7. The City will strive to protect and secure imf@tion generated by and provided

to the City.

8. The City will strive to follow an environmentgliesponsible approach in
providing information technologies.

©

Departments will partner with IT during the istigation and consideration of
hardware or software deployment. Procurementheilieviewed and approved
by IT to ensure suitability, compatibility and stiandization.

10. Consultants will be utilized for high complsxibw frequency tasks when
practical.

11. Training for new information technologies Wik provided to users and IT staff
prior to their implementation.

12. A flexible approach and adaptable processddwiltilized to address the
dynamically changing nature of information techrgyloand IT will strive to
continually monitor and research new and emergigrologies focusing on
how they can improve efficiencies and service @l

13. IT will aim to provide redundancy and resiligiwehen implementing mission-
critical systems.

14. New technology to be acquired will comport viltle City’s current software
standards, infrastructure and protocols so asdteprthe City’s investment and
to facilitate interaction of systems and applicasio
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Vision
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All City of Rockville employees and customers bénedm high quality, efficient, cost
effective and secure City communications, acceggoomation and service delivery.

Goals, Objectives and Strategic Initiatives

The goalsidentify the City’'s main areas of focus for infaation technology over the
next five years, and they indicate the results timaiCity needs to achieve.

Theobjectivesare tied to the goals and identify the activitiesiction steps needed to
obtain the results envisioned by the goals. Sodpjectives support more than one goal.

Strategic initiativedreak down the objectives into their more spe@fcts and activities.

VISION

All City of Rockville employees and customers benef
effective and secure City communications, access to

it from high quality, efficient, cost
information and service delive ry.

GOALS

T

OBJECTIVES

STRATEGIC
INITIATIVES

Guiding
Principles
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Goal 1. Communication and Collaboration

Employees and customers have access to proven, lead  ing-edge City information
technology that enhances communication and collabor ation.

Reasoning With leading-edge, yet proven technology, empésyean more effectively
and efficiently provide services and even expandélservices. Much of this is based on
enhanced communication between employees and bheemeloyees and customers.

External customers accustomed to up-to-date infaomaéechnology at work or at home
will find it easier and more efficient to commurtieand do business with the City.
Enabling customers to conduct their City businbssugh the City’s website can relieve
a potential source of frustration, save phone ealdtstrips to City Hall, and provide 24/7
services and access to information. It also earfarce the value they are getting for the
taxes they pay.

At the same time, usingroventechnologies reduces problems, costs and stadfwith
implementing, using and maintaining them. Themefdris wise stewardship of limited
resources.

Scope Includes the hardware, software, and networkesystused by employees and that
are used to facilitate communication and interactiith customers.

Key components

 The Web, social networking sites, instant messagieg simple syndication
(RSS) and other emerging applications

+ E-mail and electronic collaboration

* Video transmission systems, including, but nottédito, cable TV and
videoconferencing

* Remote access systems
» Desktop and portable computing and communicati@ndware and software
* Mobile computing and communications systems andiGgimns
Objectives
l.a. Enhance Multiple Channels of Communication anollaboration.
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Strategic Initiatives

Draft Plan — 4-4-11

Expand the use of the Web to enhance two-way commigation
with customers and the public.

This will allow residents to interact with and pide input to their
City government at their convenience through shatgs as surveys,
citizen engagement systems and public input vehiclealso will
increase the availability of 24/7 City servicestba Web.

Further utilize social networking to provide a variety of methods
for communicating with customers and the public, irluding
Twitter, Facebook, etc, and other emerging applicabns.

These channels allow the City to reach differeghsents of the public
who prefer to use social networking to receiveimfation from and
communicate with the City. They also allow intezdgeople to see
and respond to comments from others.

Consider the deployment of technologies to enhangeiblic
interaction at City meetings.

Not everyone can attend and participate at Citytings. New
technology may allow people to participate in réaie from their
home, office, and other remote locations. Thishinilgclude the
ability to offer testimony at public hearings, dedang on legal
constraints.

Expand the use of virtual private network (VPN) 247 remote
access to enable employees to telework, especiallying
emergencies.

A VPN is a combination of software and/or hardwtuat creates, via
the Internet, a secure and private connection.is Will allow
employees to remotely access City files and apgmica they need to
perform work. This is especially important duregergencies when
employees may not be able to physically reportdckybut could
telework from home.

Evaluate the effectiveness of the City’s e-mail imdstructure.
Evaluate moving the City’s messaging and collaborain services
to the Cloud.

The City uses the IBM Lotus Notes e-mail collaborainfrastructure.
A number of workflow applications and collaboratteels are part of
this including: an “e-genda” system the City deys#d for preparing
agendas for public meetings, a project trackingeys a citizen
service request tool, room reservations, trainiegervations, and
travel expenses. An evaluation of this infraduices would not only
look at e-mail, but all of the critical workflow plications and options
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for moving these to alternative platforms/ produstsl/or moving
them to the Cloud or a hosted environment.

Upgrade/replace the City’s e-mail and collaborationnfrastructure.

Depending on the evaluation (above), the e-mail @ithboration
infrastructure maybe either replaced or upgraded anll likely be
moved to the Cloud.

Expand the use of the City’s Intranet, messaging ah
collaboration technologies to include file sharinginstant
messaging, blogs, wikis and other tools.

To enhance communication and collaboration amongleyees, the
City’s Intranet site (I-Rock) and messaging sysialinbe expanded to
include instant messaging and variety of appliaagito enhance
information sharing. They also enable the creatibelectronic
workspaces that allow groups of employees to stlacements in
real-time from different locations.

Expand text alert and automated dialing systems taotify
employees and the public of emergencies and othéme sensitive
information.

These tools will allow for more timely and relial@lemmunications,
and by “pushing” information out to target audiers;ehey will
reduce the need for people to check in for updatiamation.

Expand the use of videoconferencing and webinars teduce
travel costs, increase communication flexibility ad enhance
productivity.

Videoconferencing can be used internally to coneeqgbloyees at
different locations and allow them to see visuains being discussed.
The City is already using and should expand videterencing to
communicate with other jurisdictions in the regmma dedicated
network. Webinars provide an alternative to oraaunct to
traditional in-person attendance at professionatelepment seminars
that sometimes are at a distant location.

1.b. Enhance Mobile Computing Communication Systems

Strategic Initiatives

Draft Plan — 4-4-11

Offer new ways for citizens to communicate with theCity utilizing
smartphone applications and GIS.

“Smartphones” are mobile telephones with built-imdsadd-on
software applications and that have Internet accelsese are
becoming the most popular devices for communicatmahtask
computing. Some cities are beginning to offer GdSebl applications
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that allow the public to make service requests l@ebrt problems
(such as pot holes or downed trees) at their laceti It also allows
people to check on voting and school districtsypeoperty
information, view information for City services,dcafind leaf
collection districts and schedules.

Provide mobile-based systems for employees to aceessential
applications in the field.

Accessing systems such as permitting, e-mail, €sksSpmer service
requests, asset management, and licensing allespeators and other
employees to do more work in the field, accesafioemation they
need, and update information, thereby increasifigiehcy and
reducing travel and office time.

- Continue supporting Rockville Police use of the Cauty's wireless
public safety applications and assist with upgradeas warranted.

In addition to the radio systems in police vehictbgre is a mobile
data system that allows police to access infornmatemotely. These
include running vehicle checks and criminal cheakd report writing.

Goal 2: IT Department Consulting Service

The Department of Information Technology provides t echnical and
strategic leadership and consultation to City depar tments.

Reasoning: There is a strong desire by departments forTHedpartment to increase
and enhance its consulting role. To make the dmesbf limited resources, ensure
technologies are compatible and promote commupicdhiroughout the organization on
emerging technologies and City technology pricsitieis essential that the IT
Department provide coordination and leadership.

The IT staff generally is in the best positiongarn about and analyze new information
technology. There are times when staff in othgradienents become aware of
technology tools designed for their particulardglas well as general technologies they
use as consumers in their non-work lives. Itigoal to achieving the organization’s
business and technological goals that this knoveeadgl expertise is shared with the IT
staff and departments.

To provide leadership for the organization, itrigsical that the IT staff has the resources
and processes for doing research, evaluation aalgisas of current and emerging
technologies. It is imperative, also, that ampenship is formed with staff in other
departments, so they can share their specializedlkdge, technology needs and

Draft Plan — 4-4-11
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technology plans with the IT Department to ensu@st lise of resources, coordination
and identification of solutions that can serverikeds of all stakeholders.

Scope: Includes knowledge, knowledge sharing, and ttadyéinal skills—both technical
and business processes—of the IT staff. It alsades on developing enhanced two-way
communication on technical matters and businessegees between IT and other

departments.

Key Components

» Development of consulting services targeted to nmpbrtant needs of
departments and organization

* Research, analysis and development (on-going agadprojects)

» Communication on information technology developraepbssibilities, needs,
plans, priorities, goals and solutions

» Policy and process development and implementation

Objectives

2.a. Improve IT Best Practices

Strategic Initiatives

Draft Plan — 4-4-11

Establish IT consulting services to work with depatments to
identify how best to use technology to improve prasses and
service delivery.

Departments have indicated they want and need teahadvice from
the IT Department in planning for, purchasing, andnaging the
increasing technology involved in their operatiodhe IT staff is in
the best position to provide this information; ahtadditional
information; and make certain that technology isnpatible with the
City’s infrastructure and support capabilities.

Develop policies and processes for City departments engage the
Department of Information Technology early and ofte for
leadership and guidance in both the technical andmtegic aspects
of information technology.

It is critical that departments advise the IT Dejpaent early in their
technology planning and purchasing processes tarensompatibility
of technology, support capabilities, and sufficiemte for review and,
if necessary, research of alternatives.

Develop service level agreements with end-users addpartments.
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Service level agreements detail the nature, quaditgl scope of the
service, as well as the responsibilities of eacttypa This helps
manage expectations and reduce misunderstandings.

Enhance mechanisms for monitoring and communicatingvith
users the status of their Help Desk tickets and howew service
requests are handled.

While the IT Help Desk and staff were identifiechéstrength” in the
employee focus group SWOT analyses, some empkxmessed a
desire to be informed of the interim status ofrtheguest, not just the
completion. Communicating to employees the psidevels for
requests in general, the priority assigned to thequest, and the
process for handling requests will increase underding and may
help reduce the anxiety sometimes associated &gtintcal problems.

Communicate on a regular basis City IT-related newswork plans,
project status, policies, practices and processes ¢mployees.

Employees have expressed an interest in receivntne updates on
the status of IT initiatives and policies. TheO@&partment will use a
variety of media to reach staff at all levels ie Bity.

Identify technologies that will facilitate communiation between
departments and citizens.

Just as social media has changed the way deparscant
communicate with citizens, many new technologigseneerge over
the next five years that may help improve the \WwayQity can inform,
notify and improve two-way communication with thelf.

Develop a process for obtaining end user input orectain products
that are being considered for purchase or lease.

Sometimes a product or system, may meet the nedusdadepartment
responsible for it, and those for whom it is a @mntool, but may not
be easy to use for employees in other departmdrmshave to use it,
particularly those who do not use it every dayfoBethe City invests
a large amount of money in such a product, endsusikeould have a
chance to try it out to make sure it is easy toarsg meets their needs.

Modify PC support staff schedules to provide Help Bsk assistance
beyond normal work hours.

Employees at the Rothgeb/Gude Maintenance Fadtie/\Water
Treatment Plant, the RedGate Golf Course, recreafailities and
the Police Department have work hours other thanstandard 8:30
a.m.-5 p.m. hours. Having help desk assistancéadla earlier in
the morning will allow these employees to get Ialems resolved
more promptly and be less disruptive, allowing theraontinue their
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work and service to the public vis-a-vis computermalil, the Internet
and telephone.

2.b. Prepare for the Future Through Research and Deelopment (R&D).

Strategic Initiatives

Develop a process and resources for on-going andesyal projects
research.

As the IT Department develops a more consultaties it will be
imperative that it keeps up to date on emergingrietogies and to
advise City departments on technology solutionso,f process will
need to be developed for other departments to watkIT and
request research services on specific productspradesses related to
their core missions to make sure the solutions betge customers
and are compatible with the City’s IT infrastructuiThis initiative
includes subscriptions to IT research and analgsivices that
provide information and consultation on technolegy technology-
related processes. Using these services savesatioh enables staff
to react more quickly to emerging technologies.

Evaluate smart computing technologies for water metrs, traffic
lights, supervisory control and data acquisition (£ADA), security
and other technologies.

Smart computing technologies have the potentiahte staff time,
decrease response times to customer needs, helpgmamffic flow
and record data that can be used to improve sed@w®ery, analyze
operations and make decisions that can impact bigdge

Educate employees on new and emerging technologies

Armed with up to date research and informationstdff can educate
and provide advice to other staff on technologysohs that help
improve service and operate more effectively afidiexftly.

LEADERSHIP AND STRATEGIC ROLES FOR
IT DEPARTMENT
Keep the organization aware of new and emergingiaogies.
Set IT standards and policies.

Advise on the purchase, implementation, use andter@nce of
information technologies.

Provide for consistency and interoperability ofshistems.

Foster two-way communication on information teclogyl between
IT and other City departments.

Draft Plan — 4-4-11
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Goal 3: IT Infrastructure

The IT infrastructure is enhanced and supported to provide the tools and
resources for information technology to operate eff iciently and
effectively.

Reasoning Infrastructure is the hardware used to intercohnemputers and users
including communication systems, plus the softwargupport these functions. Itis the
foundation upon which all City-based informationheology is built and relies. Its
reliability, capacity and capabilities are inexatity interwoven with all the information
technologies and the City’s ability to deploy ars& the tools needed for efficient
business practices and delivery of services.

Because so much of what the City does now depemtisecinformation technology
infrastructure, protecting it, enhancing it, andumg its reliability must always be a
high priority.

An up-to-date infrastructure is necessary to supglbof the applications and services
that the City relies on and are envisioned by ptas. Technology is changing at an
ever-increasing rate and having a stable andeasilnfrastructure helps ensure that new
software and hardware is compatible and can beostgzp The infrastructure must be
continually maintained and kept up to date.

Likewise, the desktop and mobile computing devares software that enable City staff
to provide their services and meet the organizaibusiness goals need to be
maintained and kept up to date.

As the infrastructure grows in complexity and sgapereasingly sophisticated tools
need to be employed to monitor, maintain and comnédghe systems. As more demands
are made on the IT staff to provide consulting mewand advisory services, they will
need to employ automated systems for some monjtamial other somewhat routine
duties.

The most essential component of the City’s techylofrastructure is the network.
With increasing reliance on the intranet and Ineéfor services and communication, the
City needs to maintain a fast and reliable netva#t connectivity to the Internet.

Another essential component is a secure infrastrad¢b protect the City from an ever-
increasing number of cyber attacks and threat$ inbéntional and accidental. Every day,
thousands of new types of malicious software (“naaeV) are introduced in efforts to
steal, erase, manipulate, and modify informatioth systems for profit and other ulterior
motives. Furthermore, auditors and government egguis are raising requirements for
even more sophisticated information security messuilhere is an increasing demand
for transparency in government and for electromidipipation in government; this

means increased external electronic access tdar@aymation/data and, in some cases,
the ability to manipulate it for analysis and conmeExternal stakeholders provide

Draft Plan — 4-4-11
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personal information, including credit card numb&ronducting electronic business
with the City.

Unintentional and accidental incidents can damagkestroy the infrastructure and the
information it contains. Among these are powemlgas, operator errors, cable and wire
cuts, cooling system malfunctions, lightning stekplumbing leaks, damaged equipment,
software “bugs,” and worn out or faulty equipment.

Scope: Includes the hardware, software, transmissiowards, security protocols,
backup and recovery systems, and monitoring systieatprovide the foundation for all
information technology.

Key components

Servers, software, network

Storage capacity

Switches, routers, and related equipment and sodtwa
Cabling, fiber-optic and wireless transmission lfaes

Data centers

Internet connectivity and service

Telephone system

Video transmission systems

Remote access systems

Security systems, hardware, software subscrip@miasservices
Desktop and portable computing and communicati@ndviiare and software
Monitoring systems

Backup and recovery systems

Security

Police Data Network

Advanced telecommunication services in the communit

Objectives

3.a. Enhance the Institutional Network and InternetConnectivity.
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Strategic Initiatives

Draft Plan — 4-4-11

Deploy fiber to remaining institutional network (I- Net) sites,
including Thomas Farm Community Center, Water Treatment
Plant and the new Police Station.

Fiber-optic cable provides more reliable and higleapacity
communications. For instance, it is needed tolide # do live
television coverage of events such as Mayor anc€lbtown hall
meetings at City facilities throughout the commynmia the City’s
network. Its capacity allows employees to exchadagge electronic
documents, such as budgets, maps and graphicsgtespieces
quickly.

Upgrade the City’s I-Net backbone from 1 Gb to 10 ® or greater
capacity to accommodate future demands for videooice and data.

As I-Net traffic increases with voice, data anded@atonferencing, the
City’s backbone will need to be increased to accoduate this added
traffic. Ten Gb offers significantly more capaaityd speed over the 1
Gb backbone the City first installed in 2002.

Increase Internet bandwidth to support increasing @mand by
users and Cloud-based applications and storage.

The City did quadruple Internet bandwidth (capacityee years ago,
but the bandwidth is inadequate for meeting curresgr needs and
users routinely find Web page load times are vy s As the City
moves more software applications to the Cloudjlithe essential to
have significantly more Internet bandwidth for Gitaff to connect
and run these applications.

Provide the cabling, wireless, and other technologwyfrastructure
for new and renovated facilities including the newPolice Station
and the Gude Drive maintenance facility.

New facilities will require cabling and technolomyrastructure,

which are normally programmed into the overall cokthese projects.
These projects will require significant involvemehtT staff

resources for planning, project management and emgintation.

Identify and pursue enhancements to the City’s teatology
infrastructure as part of negotiations for cable téevision
franchises, rights—of-way use agreements, leasedGify property
for telecommunications uses and other appropriategportunities.

Most of the City’s network has been provided atost to the City as

part of the compensation obtained from cable atettenmunications
companies in exchange for use of the City’s puigiats of way. This
has provided a state of the art fiber-optic netwatlan estimated
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savings of several million dollars. Through thetwiork, the City is
now able to provide high speed, high capacity datéce and video
communications. Live television programs, sucMagor and
Council town hall meetings and emergency infornmgtaan originate
at any City facility on the fiber network. Thewerk has allowed the
City to employ a Voice Over Internet Protocol télepe system,
eliminating the need for traditional telephone Brend saving the City
more than $150,000 a year. It has allowed empleyeexchange
large electronic documents between facilities, ¢hgrsaving the time
and fuel costs that previously were incurred invohg these
documents to different site.

3.b. Enhance and Expand Hardware and Software Infratructure.

Strategic Initiatives

Draft Plan — 4-4-11

Expand storage capacity through the use of in-housand Cloud
solutions.

Expanded storage capacity is needed to accommdigaiecreasing
amount of information being generated and receivtith so much of
the City’s data and information being electronidsiimperative that
adequate storage is available.

Upgrade and enhance the City’s Voice-over-InternelProtocol
(VOIP) telephone system as needed, and consider fiad
messaging to integrate phone and fax with messaging
infrastructure.

The City maintains a state of the art VOIP teleghepstem that
reduces the need for expensive leased lines neguttisignificant
annual cost savings. VOIP runs all telephoneficadver the City’s
data network, saving cabling costs as well. &k any technology,
routine upgrades and feature enhancements aregfadquired
maintenance. Unified messaging is a feature ¢baverges fax,
voice mail and email. For example, faxes andevonail messages
can be received in a user’s e-mail inbox. Thisamething the City
may wish to consider in the coming years

Expand the City’s backup recovery facility and a seondary site
and/or in the Cloud.

As mentioned in the reasoning section above, tisesa increasing
number of intentional and accidental threats tacetenic information.
If the City’s main computer facility is compromisadfails, a backup
site is essential for continuity of City operations

Implement server and desktop virtualization technobgies to
reduce energy consumption, speed up desktop/servéeployment,
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improve disaster recovery capabilities and enhancemote access
capabilities.

A significant development with server and deskegay/ment is the
use of virtualization. Virtualization technologiare software
applications that allow a single desktop computeserver to mimic
multiple desktops or servers, saving power and Wwarée costs.

Make future upgrades of Microsoft Office as needednd
periodically evaluate competing products and usinghese
applications in the Cloud.

The Microsoft Office suite (including Word, ExdebwerPoint,
Publisher and Access) is widely used by City enggey Failure to
keep the City’s Office suite up to date can resuibcompatibility of
documents that customers provide to the City aoel versa. This can
result in delays in providing service and respoigdio customers. It
also can result in frustrations for customers ataffsand in
additional expenses and staff time for documenteon software.
To maintain compatibility and customer conveniericeajll be
necessary to monitor the availability and acceptaotcompeting
products. Also, using the applications through@eud may reduce
costs and accelerate upgrades.

Extend the capabilities of GIS throughout the Cityand integrate
with other address-based applications and expand éuse of Web-
based applications for staff and the general public

Geographic Information Systems (GIS) is widely usethe City to
present address-based information in a visuallyeshpg way that
helps the public, elected officials, and City stafierstand and
analyze essential information. Making these systeimre accessible
through the Web and streamlining electronic ma@tios will make
this key asset even more valuable to the City hagtblic. Examples
of information are land records, location of parkseet and property
boundaries, and trash and leaf pickup schedules.

Encourage the rollout of competitive advanced
telecommunications services in the community whilprotecting
the City’s and community’s interests.

The City has and will need to continue to play asedtive role in
getting the whole community included in plans fampetitive cable
television services, high speed Internet and plsaneice. In working
with the community and carriers to allow use of plblic rights of
way for wire-based services, the City has beenvaticdontinue to be
successful in requiring these companies to praadtrepair streets,
trees, sidewalks and private property. As the detador wireless
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service increases it will be important for the Qitycontinue to play
an active role in balancing desires for expanderklgss service
against the visual impact of wireless towers arteeotacilities.

3.c. Enhance Security For Transactions, Storage, drBack-Ups.

Strategic Initiatives

Draft Plan — 4-4-11

Implement leading-edge security measures to protette City’s
technology infrastructure and comply with industry and
government standards and regulations.

Local governments are increasingly becoming targétectronic
thieves and hackers and software attacks from nralaad viruses.
Without up-to-date security measures the City'svoéet would be
vulnerable to these threats. These threats caesdlt in the
information being changed, manipulated or lost.

Utilize biometrics and other technologies that impove security
and streamline user or citizen access.

The City has several highly sensitive areas to whress needs to be
restricted, among them, the Police DepartmentWager Treatment
Plant, data and phone closets, maintenance ancgéofacilities, and
the Finance, Legal, Human Resource and IT departsneitizen
access to recreation facilities may benefit witl tise of biometrics
technologies to eliminate the need of membershigsca

Regularly evaluate disaster preparedness and condudrills and
tests.

From power and telephone outages, to fires, toteéat surges, to
hacking and malware, and countless other typeaméléents, natural
and manmade disasters have the very real potéiatiahterrupting
technology services provided directly to custonferg., telephone, e-
mail, Internet), and indirectly via the City depawe¢nts served by IT.
Preparation, drills and tests help minimize thegmtial impact on
services and maximize staff’s ability to respond.
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Goal 4: Information and Document Management

Employees and customers have access to City-based s  ystems that
facilitate storage, retrieval, analysis and reporti ng of City
information.

Reasoning: The City is a heavy user, creator, receiver,adiah and distributor of
information Its stakeholders—internal and externaéed convenient and ready access to
the information to do their work, use City serviegsl to be informed participants in their
municipal government. As the volume of informatiooreases, there is an increasing
need to effectively and efficiently organize ipr& it, retrieve it, analyze it and present it.

A major component of this goal is reducing the nemdif paper documents, which also
plays a significant role in contributing to Rockeit “green” initiatives and priorities. In
addition, providing information electronically sugps teleworking and reduces customer
vehicle trips to City facilities to conduct busises

In the last several years, there has been an siageaumber of requests under
Maryland’s Public Information Act (also known asORA” for Freedom of Information
Act) for copies of e-mails in the City’s possessi@earching for these documents
without sophisticated information technology syssemextremely labor intensive and
can make it difficult to comply with these regutats.

A sophisticated and unified document managemeniraading system and an e-
discovery system for e-mail also would contributehie efficiency and effectiveness of
responding to public information requests and daenimequests under legal discovery
proceedings for documents.

Scope: The information and data needed and used b§itigeand its stakeholders and
the tools that will enhance creating, collectingyiag, retrieving, analyzing, and sharing
that information and data.

Key Components
* Tools allowing customers to access and analyzenrdton and data
» “Dashboards” and other business intelligence sao#twa

* Document imaging and management

Objective

4.a Enhance Data and Document Storage, Retrieval r@anization,
Sharing and Access.

Draft Plan — 4-4-11
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Strategic Initiatives

Draft Plan — 4-4-11

Make commonly requested data available to the pulidiin an
industry-standard interactive format to improve transparency and
inform the public (e.g. data.gov).

Research shows the public wants access to morergoeat
information and the ability to analyze it, and tlygtvernment is
responding. Using an industry-standard interacfivenat provides
access for the most people and also gives peoglaliiiity to select
and work with data and analyze it in new and inriveaways. This
can lead to more informed citizen participationgovernment,
neighborhoods and individual lives.

Utilize imaging and document management systems armodher
“green” technologies to reduce paper and improve té efficiency of
document storage, retrieval and organization.

= Create a Citywide document management
discipline/practice for naming, managing and orgarging
documents.

*= Implement an enterprise-wide document
management/imaging system for all City Departments.
Information and data is stored in a number of wasluding
electronic and paper forms and in a number of ptace
Without an organization-wide naming/organizing ditice
and document management and imaging system thare is
delay in responding to residents, elected officaald other
customers as staff spends time searching for thardents and
information. These systems also will help enduag all
relevant documents and information are found. Doent
imaging—converting paper documents to electrongsenalso
contributes to faster retrieval and the ability fcustomers to
receive the information electronically rather thaaving to go
to City Hall or wait for mail.

Deploy a system for archiving e-mail to effectivelyand efficiently
support Maryland Public Information Act (MPIA), eDi scovery
and other regulatory and legal requirements.

With much of the City’s internal and external comimation being
conducted by e-mail, there has been an increasumgher of requests
for copies of e-mails by private citizens, the naveslia and political
candidates. In legal matters, discovery processe® Imoved to
include requests for e-mails. Without the archiygtem, it takes staff
a great deal of time to search through e-mailarid those requested.
Responses may take a long time and may miss rélevaails. Since
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these time-consuming requests must meet legalideadbther work
of staff may have toeldelayed.

Enhance information sharing with other jurisdictions.

From grant requests, to legislative and regulatonyut, to sharing
maps, reports, crime statistics and other informtiit is crucial for
the City to be able to communicate quickly andcéffely with other
municipalities and county, state and federal goweents. Without
reliable standardized or compatible electronicgilelocuments and
systems, the City could face negative budgetaryegualatory
impacts, as well as being left out of importantisien making
processes involving area and regional transportatipublic safety,
environmental and other matters.

4.b. Use Data to Improve Analysis and Decision Making
Strategic Initiative

Implement business intelligence software to improvedecision-
making with “dashboards” and other software applicaions.

This can have positive impacts on budget, operatmdpolicy decisions,
including more thorough and timely analysis. Framffsresearch: “a
dashboard is a user interface that, somewhat reaghan automobile's
dashboard [with gauges and dials, that] organized @resents
information in a way that is easy to read. Inforioatis gathered from
multiple data sources and presented into a visugbgealing dashboard
in a user-friendly manner. Users have the abilityihd and fix negative
trends, efficiencies and inefficiencies. Userdhatimanagement level can
gather business intelligence with the goal of mgkirore informed and
better decisions and align strategies. There isigentime saving aspect of
utilizing one dashboard rather than running mukipeports.”
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Examples of business intelligence dashboards:
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Source: AOC Support Services aocsupportservioes.co

2010 Rates Dashboard: GA Water and Sewer Services

-

482 rate structures
comparad

Source: Georgia Environmental Finance Authorityagn@t.com
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Goal 5: Software Integration and Interaction

Software systems are integrated, adaptable and user friendly, supporting
efficient and effective business processes and serv ice delivery.

Reasoning: Departments need all or most of the City’s esaksbftware applications
such as budgeting, purchasing, financial managerpawtoll, employee time tracking,
and talent management systems.

Additionally, the City needs systems that will althe departments to interact with each
other to avoid redundancy, miscommunication antfioiencies. One such system that
crosses department boundaries is permitting foeldgwment projects. Another is
customer relationship management (CRM), which hragas internal benefits, plus
benefits for external customers, such as quiclerdinated and comprehensive
responses to questions and concerns that oftea department boundaries. With a
fully integrated enterprise software system, Ciaffswill be able to track all transactions
and interactions a citizen or business has witlCitye staff in a centralized database.
This capability will improve customer service andfsresponse as well as efficiency.
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Scope: Includes enterprise software or all systemsdhaineeded by more than one
work function group and that help provide esseitigdiness functions for departments to
serve citizens. Most of these applications areestdbased applications, which can more
easily be integrated, especially with the City’soGephic Information System (GIS).

Key Components
* Asset management and work order systems

* Permitting, code enforcement, business licensingnal licensing and public
works contract management

* Financial (General Ledger, Accounts Payable, Phyralentory, Budget,
Purchasing and Utility Billing systems)

* Human Resources, talent management, applicaningekd employee self-
service systems

e Customer relationship management
e GIS
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Objective

5.a. Increase and Enhance Effective and Efficient&ivery of Integrated
Quality Services for Internal and External Users.

Strategic Initiatives

Acquire and implement a single enterprise (or ERP¥olution
where practicable to replace major stand-alone entprise
software including: budgeting, utility billing, per mitting, code
enforcement, licensing, finance, HR, payroll, inveiory,

purchasing, asset management, work orders, citizesngagement
and other modules.

This is the major priority emerging from the IT &&gic Plan. When
software systems are integrated and talk to eabbroit can help
provide better service to customers and improvefantitate
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information sharing. The integrated software atsm streamline all
financial operations, making sure all related sys$ehave and share
the same information. It facilitates data managenand analysis,
thereby aiding decision-making. By providing aajez degree of
interaction between major functions, it helps etate data silos
while increasing transparency and fully informedpenses to
citizens.

See also: Appendix B: ERP Overview, p. 90.

Implement a talent management system to automate
performance appraisals and track employee trainingand
certifications.

The City’s performance based evaluation and mgstesn relies on
a comprehensive evaluation tool to help ensurenéss and, to the
extent possible, objectivity. An electronic syssém@amlines
performance evaluations and approvals to help iaseethe
timeliness of their completion, including feedbtxkhe employee
and performance planning. It also will help enstirat training and
required certifications are tracked and kept upltde.

Evaluate the feasibility of implementing a customerelationship
management (CRM) system for all departments to use.

Currently, if a resident requests a service or sitbm@ complaint, it is
directed to the appropriate department, but thgtatément has no
direct way of knowing whether another departmerst lWwarked with
the resident on the same or similar problems, velcéibn was taken,
what the outcome was and whether there are anyifepanding.
The department might not even know that anothearde@nt should
be involved in some aspect. A customer relatignstanagement
system bridges these communication gaps and hedpesaise the
consistency, accuracy and completeness of resptmsesidents.

Utilize radio frequency identification (RFID) to streamline
inventory control and asset tracking.

This latest type of inventory and tracking techgglbelps a wide
variety of businesses operate more efficientlyn plarchases and
deploy its resources. The same benefits accrgewernment and
the supplies, tools and equipment it uses to sewaistomers. The
technology has evolved to where it can be usedked &ssets such
as water pipes buried underground, so it can keagktof when the
pipe was installed, repaired, when it had a breall avhen it was
last inspected. This can help in planning the dydand cost
effective replacement of assets and reduce unesgbotaks, service
disruptions and emergency repairs
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Utilize GPS and vehicle tracking systems to more fefctively
manage field operations.

With these systems, the City will be able to tetlexample, where its
snowplows are, where they have been, and wherddbest
available one is to respond to a particular problamea. A Web
interface will also be available for citizens t@wi and track similar
information including refuse and leaf pickup op&ras.

Continue to utilize City interactive voice respons€lVR) systems
and make adjustments as appropriate.

These are systems that further extend the houCstykervice so
residents and other customers can access informainal register

for recreation classes and schedule City servi¢dbeir convenience.
For example, for construction related permits, oansérs can call the
City 24 hours a day, seven days a week to schawspections,
cancel inspections, and obtain inspection resultsimilar system
allows customers to register for recreation progsaamd classes by
phone 24/7 in case they do not have Internet acmeds not feel
comfortable doing business over the Internet.

Goal 6: Prioritization and Funding of Information T

Information technology solutions are high prioritie

echnology

s for the organization

and are funded, acquired, developed and implemented in a timely

and cost-effective manner.

Reasoning: While it is not always possible to quantify tiféaeencies, coordination and
collaboration provided by leading-edge technologidsecomes readily apparent when

the technology is not available to help staff opeeed a high performance level. It is

apparent to staff, elected officials and externstemers when they are not able to get
the information they need and want in a timely,uaate and easily accessible manner.

The results can include confusion, frustration,ldagion, incompleteness, inaccuracies,
time delays, lower staff morale and customer disfsation with—or even distrust of—

government. Without a recognition by the organaratind its stakeholders that
information technologies are high priorities frowthba strategic and resource

assignment/management perspective, these toofaltarto the “want” basket instead of

the “need” basket or be ignored.

Scope: Includes the following kegomponents:

Draft Plan — 4-4-11
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* Research and development

* Two-way communication with internal and externastoumers

» Operating budget development and administration

» Capital Improvements Projects (CIP) budget devekmrand administration

Key Components

- Citywide management, budget, and purchasing pslamn practices

« IT Department practices and policies

« Communication with staff and the public

« Research and development

Objectives

6.a. Develop Citywide Best Practices for Prioritizig and Funding IT
Solutions and Projects.

Strategic Initiatives

Draft Plan — 4-4-11

Develop processes and criteria for prioritizing ITCapital
Improvement Program (CIP) projects and operating budget items
(including staffing and training).

IT capital projects do not always fit in neatly withe goals and
criteria established for departments that providiedt service to the
public. However, these projects—such as ERP andrdent
management systems—are critical for the organinatioprovide
timely, accurate and efficient services. With nest apdated
technology employed to meet the needs of the argom adequate
resources are essential.

Develop a Citywide management policy identifying iformation
technology as an organization priority for enhanciig service
delivery and efficiency and effectiveness of operiains.

A clear management statement that information teldgy is an
organization priority makes it a key element in fitzanework for
long-range and day-to-day operating and budgetslenirmaking. It
is aimed at ensuring that technology does not becamafterthought
in efficient and effective service delivery to plublic.

Develop Citywide expectations on technology trainig for current
employees and new hires.
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If the organization is to take full advantage sftéchnology, it must
ensure that its staff knows how to use it. Ssafervisors, managers
and directors need to be aware that they are exgukett be proficient
with the technology provided to them. Similarheyt need to know
that management expects training to be provideahtbused by
employees. Without clear expectations, individual collective
performance and service delivery to the publicgibking less than
optimal.

6.b. Improve IT Budgeting and Purchasing Processes.

Strategic Initiatives

Draft Plan — 4-4-11

Develop processes for departments to partner withTl for
investigation, purchase and deployment of technolgg

Without a pre-purchase partnership, there is a tiskt technology
will be purchased that the IT staff is not awargaainnot support,
and/or is not compatible with the IT infrastructurEor example, if a
department buys a server and software for a paldicaeed, it might
not be compatible with other systems such as e-firahce and
Microsoft Office. The files that are created may Ibe able to be
shared with any other system. If the system goes dand there is no
maintenance agreement with a vendor, IT suppoft stay not be
able to troubleshoot or repair it. In all of thesases, the service for
which it was bought may be interrupted and unavaddo internal
and external customers.

Work with the Purchasing Division to determine wayso
streamline or modify purchasing processes and reqrements for
technology.

The City must be able to quickly respond to chamgéschnology and
needs while at the same time, providing the fagraesl accountability
demanded of government purchasing. Particular deasometimes
are needed for compatibility, availability of suppsystems and
reliability. Sometimes the number of manufactueerd resellers is
limited. Also, there have been instances whezd#st price can be
obtained by not “riding” on another contract. Whemployees and
the public embrace a new technology—such as Blag&band other
smartphones—the City needs to be able to respaidswpport
infrastructure and staff training.

Annually checking with end users and departments fio
hardware/software/training needs.

By keeping in touch with the needs and desireserfsyithe IT
Department will be able to plan ahead, explore opsiand set
priorities. For example, if a large number of tsaeed the full
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Adobe Acrobat suite of products rather than justrader, purchase
and training can be done on an enterprise basibeathan
individually, saving the City money and improvirifyjcgency. It can
also help reduce mid-year requests for unbudgeteds.

Identify new needs and technologies and provide féility in
responding to them.

The burgeoning use of smartphones and developrhappbcations
is an example of new technology that the City nemtsok for and
respond to for service delivery to the public anduse by staff.
Planning purchases up to 18 months in advance thélcurrent
budgeting requirements often does not provideleéhavility for the
City to respond to rapidly changing technology aweeds.

Communicate technology priorities, plans, needs and
opportunities with City staff and the public.

Whether it's updated capabilities for the websit@ @ocument
management system, it is important for those wiedhes technology
and those who pay for it to know what is being devigy it is being
done and how it will benefit the organization ateldustomers. For
the public, there is not an opportunity during thedget process to
fully communicate technology priorities, needs plahs, so this must
be done at least periodically to help inform demmsmaking. For staff,
communication can help manage expectations andceedoxiety and
frustration. It also can help staff prepare folingthe new technology.

Goal 7: Training

City employees are provided the training necessary to increase the
organization’s technological competency and product Ivity.
Technology staff is provided the training and resou rces necessary
to support, maintain, and enhance information techn ology .

Reasoning: While most of the other goals focus on investmthe technology, this goal
deals with the investment in the people using amgberting the technology. If the users
are not knowledgeable and proficient, the City amdustomers will not benefit from the
full capabilities of the technology. The usersaisay revert to less efficient and

effective ways of

doing their work, and they magrsg unnecessary time trying to

resolve problems either on their own or with thipla# IT and other staff. Some of these
problems need the attention of skilled IT stafhiess could be handled by knowledgeable
and proficient users.
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Likewise, without the technical training for IT #tahe City will not realize the full
benefits of technology and will not be able to adsgly support, maintain, repair,
upgrade and integrate the technology. That tngiaiso will help the IT staff provide
advice and assistance to departments on the atgujsleployment and use of new
technologies.

Scope: This ranges from the proficiency standards fav hees and existing employees
to all aspects of user training on hardware, saftvead systems. [T staff training
includes ongoing training on current technologéesyvell as training on new
technologies in general and on new systems purdhasearious departments.

Key Components

Objective
7.a.

Identification of existing and needed technicallski

Establishment of minimum technical standards farouss job descriptions,
requirements and evaluations

Mandatory training for staff who do not meet minimgtandards
Training as a component of new technology purchases
Professional training for IT staff

Cross training on critical systems for IT staff

Alternative forms and methods of training

Advanced training

Financial and time commitments for training

Increase Technical Proficiency and Expertise
Strategic Initiatives

Identify technical IT skills and knowledge that exst and are
needed within IT and other departments to provide ptimal
services.

Without having a quantifiable baseline, the Cigks wasting money
on unnecessary training and not providing the tinagnthat is needed
to take full advantage of technology investmehts. example, if the
majority of people who use Word in their job arefpsient, it would
be unwise to spend money on large-scale Word trginif the City
decides to invest in virtual servers but does raehany IT staff
trained in supporting them, they cannot be usetiéa full potential,
if at all, and cannot be updated as needed.
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Develop an End User Technology Training Program.

As the City has increased its dependence on teagndbr conducting
day-to-day operations, it has not developed a c&mg@nsive on-going
program to ensure that the work force is proficianthe use of the
technology. With the use of technology being naletg so many
positions in the organization, use and proficiestandards must be
developed and become as much of a part of a jotrigésn and
evaluation as other skills, knowledge and tasksleéeo successfully
perform.

= Coordinate with Human Resources and other departmes
to set minimum technology proficiency standards and
identify critical applications for new hires and apply the
standards in job descriptions, requirements and
evaluations.

= Provide mandatory training for current staff to learn
essential skills.

= Require that training for users and IT support staff is a
component of the purchase of any new information
technology.

= Offer orientation training and ongoing training on security
awareness and essential systems and procedures.

Ensure IT staff development

With rapid changes in technology and frequent udggato existing
hardware and software, IT staff needs regular tirggnto support and
trouble-shoot City systems. If, for example, agkbne system server
needs to be upgraded and staff is not trainedarinot do the upgrade,
and it cannot provide the day-to-day support. iiry, if there is a
problem with the server, staff without current tiaig cannot diagnose
the problem or try solutions. This can result hope service to City
departments, such as Police, being interruptediift@rmore, with the
large number of systems to support, it's essettiet staff have
enough cross training to back each other up whenetlare absences
and when after hours support is needed.

= Provide training opportunities to IT staff to keep current
and learn new technologies they are required to syyort
and encourage staff to obtain certifications where
appropriate.

= Increase cross training on critical systems for ITstaff.
Provide a comprehensive program of delivering traimg.
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This type of program would allow flexibility in prding training
online, via a library of interactive DVDs, throug-person or
videoconference sessions and other ways. Thistyazan make
training available to more people at their converde, save on travel
costs and meet the needs of people who best |gadifferent methods.

= Evaluate alternatives that would allow citizens to
participate remotely in department-offered classes,
academies and other training.

= Develop various methods of offering training on cae and
other topics with frequency, flexibility, and manne of
instruction to meet users’ needs in various locatits.

= Build a knowledge base of commonly requested
information for users to refer to online.

= Provide increasingly sophisticated levels of traimg so that
technology is used to its full capacity.
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STRATEGIC INITIATIVES

ESTIMATED TIMELINES AND COSTS
BY

1. GOALS AND OBJECTIVES
2. FISCAL YEAR

[Divider Page. Graphics to be added in final doenot
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STRATEGIC INITIATIVES
Estimated Timelines and Costs

The following tables itemize strategic initiativiestwo different ways: (1) by goals and
objectives, and (2) by fiscal year. They each g®wan estimated time frame and
estimated costs through FY16.

The time frames for strategic initiatives were ptiped taking into account the results of
the employee survey and focus groups; the IT staftat and analysis; costs; budget
priorities and limits; age or absence of hardwaoéware and policies/procedures; length
of time needed for investigation, analysis and enpéntation; and staff and other
resource availability.

Estimated costs are a reflection of informed exgme of the IT staff and/or research.
For some initiatives, there is both a one-time emst a recurring cost. The one-time cost
reflects a new purchase, a substantial upgradbasrge to an existing technology.
Recurring costs reflect the nature of technologgstments, which includes things such
as periodic updates in hardware and software, aedjaense renewals and
maintenance/replacement.

Please note The costs itemized are for only the new strat@gtiatives identified in this
plan. They do not include other IT budget itemshsas normal replacement/upgrade of
existing hardware and software; parts; suppliesnises; service contracts; etc.

While not itemized, staff time needed to prepareaftd implement projects is an
important factor in making final determinationstanelines for projects. This includes
not only the time required of IT staff, but thatsséff in other departments affected by or
leading the projects. Further, consideration rbesgiven to the other duties and
responsibilities of staff.
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STRATEGIC INITIATIVES
ESTIMATED TIMELINES AND COSTS
BY GOALS AND OBJECTIVES

[Divider Page. Graphics to be added in final doentrj
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[INSERT TABLE: Timelines and Costs by Goals and €zhiyves]
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[INSERT TABLE: Timelines and Costs by Goals and €zhiyves]
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[INSERT TABLE: Timelines and Costs by Goals and €zhiyves]
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[INSERT TABLE: Timelines and Costs by Goals and €zhiyves]
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STRATEGIC INITIATIVES

ESTIMATED TIMELINES AND COSTS
BY FISCAL YEAR
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[INSERT TABLE: Timelines and Costs by Fiscal Years]
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[INSERT TABLE: Timelines and Costs by Fiscal Year$
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CONCLUSION

[Divider Page. Graphics to be added in final doenotr]
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CONCLUSION

While there are many variables and unknowns irfuhee, the IT Strategic Plan provides a
vision and roadmap for the City of Rockville. plovides focus and direction for the
coordinated development and enhancement of thésQ@ityprmation technology over the next
five years.

It provides practical guidance for responsible sieci-making and resource management. It
focuses on the entire organization, and its deveé has included input from staff throughout
the organization. Because of its organization-veicdepe, its implementation will require
cooperative partnerships amongst departments.

Although the objectives of the plan are measurabig not always possible to quantify the
efficiencies, coordination and collaboration praddy leading-edge technologies. It becomes
readily apparent, however, when the technologytsamailable to help staff operate at a high
performance level in providing services and whest@mers’ expectations are not met.

The plan recognizes that technology needs andisofuvill change over time, and it provides
the necessary flexibility for the organization ttapt. It also recognizes there will be challenges
along the way. As a living document, it needseadviewed regularly and updated as necessary.

The next five years provide an opportunity to bafdthe tremendous achievements
implemented under the first strategic plan, as agllo explore and implement exciting new
tools to improve City operations.

While this plan provides a roadmap for FY12-16, kvoegan in FY11 on several projects that
address needs identified in the research for tais. pSome of these lay the groundwork for
strategic initiatives projected for FY12-16. Amaihg FY11 projects are the following:

= Install wireless Internet access at several Citilifees
= |Implement a talent management system

= Secure an outside expert to examine the City’s mhecit imaging and management
needs and propose a solution

= Implement a full digital conversion and tapelesskilow for Rockville 11
= Upgrade Microsoft Office to Office 2010 and provstaff training
= Upgrade the City’s main data center infrastructure

= Increase Internet bandwidth to support increasergahd by users and projected
Cloud-based applications and storage

= Utilize text alert automated dialing systems tafya@mployees and the public of
emergencies and other time sensitive information

= Expand the use of videoconferencing and webinarsdoce travel costs, increase
communication flexibility and enhance productivity

= Expand the use of virtual private network (VPN) ceenaccess for employees
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= Extend GIS throughout the City and integrate ottlress-based applications;
expand the use of Web-based applications for ataffthe public

= Check with end users and departments for hardvedtesse/training needs

The next step is to begin work on the strategitiatives funded in the FY12 budget. The IT
staff also will begin work on implementing thosgemttives and strategic initiatives identified for
FY12 that call for new or changed practices andcps for which funding is not required.

This is an organization-wide plan, and it requasorganization-wide perspective. To make it a
reality, it will take commitment and support froneeed officials, senior staff, IT staff and
technology users throughout the organization. Stpoort will need to come in terms of
priorities, dollars, policies and practices. Ityntmlaean making compromises or delaying specific
improvements and balancing the needs of specifik mups with the needs of the entire
organization. It will take a continued focus on th&on, goals and guiding principles of this
plan. It will take patience because all of theigtives cannot take place immediately. It will
take cooperation between various staff and compsredrihe organization. It will take
communication within the organization and betwdendrganization and its customers. And it
will take flexibility to adapt to changing needschnologies and resources.

In the 10 years since the City began to implenmtsrirst IT Strategic Plan, a great deal has been
accomplished in using technology to improve citiaeness to government information and to
increase employee efficiency and effectivenesslivering superior services. Today and for

the next five years, the City faces a new set aflehges and expectations, and it has the
opportunity to meet those using a new generatideafnology and new ways of doing business.
This plan lays out how the City can take advantzghis opportunity.
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APPENDIX A: GLOSSARY

Application Service
Provider (ASP)

Asset Management

Bandwidth

Biometrics

Blog

Business Intelligence
Software

Byte

Chief Information
Officer (CIO)

Draft Plan — 4-4-11

An online outsourcing or hosting service for softavapplications,
typically for large businesses with hundreds ofrsi®e more. ASP
users “rent” instead of buy applications, such asyrback-office and
e-commerce applications.

Technology and applications aiding organizationsanking the
location, quantity, condition, maintenance and defation status of
their fixed assets. Fixed asset management afiphsaare sometimes
available as a module for enterprise resource plgniERP) systems
(see ERP on page 90).

A data transmission rate indicating the maximum amaof
information (bits per second) that can be trangditiver digital data
networks.

A reader or scanning device used tousligidentify an individual for
access management and access control with thecarmshon method
using fingerprints.

Short for Web log, a blog is a type of website isan online
electronic journal usually maintained by an induatiwith regular
entries of commentary, descriptions of events tberomaterial such as
graphics or video.

A type of application software designed to repantalyze and present
data. The software will read or extract data presiy stored and is
sometimes presented in a “dashboard” format.

A unit of measure usually used to represestalphanumeric
character. A byte is composed of eight bits ohbjyrdata each
containing a “0” or a “1.”

The executive officer in charge of information pgesing in an
organization. All systems design, development, @aid center
operations fall under CIO jurisdiction. He or shesrsees all
information technology infrastructure within theganization, and is
responsible for establishing information relatezhgiards to facilitate
management control over all organization resources.



Client/Server

Cloud/ Cloud
Computing

Collaboration
(electronic)

Commercial Off-The-
Shelf (COTS)

Confidentiality
Critical Systems
CRM (Customer

Relationship
Management)
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Client/server describes the relationship betweendemputer
programs in which one program, the client, makssraice request
from another program, the server, which fulfille tiequest. Although
the client/server idea can be used by programsmatisingle
computer, it is a more important idea in a netwdrka network, the
client/server model provides a convenient way terconnect
programs that are distributed efficiently acrogtedent locations.

“Internet-based computing, whereby shared resousodsvare, and
information are provided to computers and othei@esvon demand,
like the electricity grid. The term "cloud" is usas a metaphor for the
Internet, based on the cloud drawing used in tis¢ toarepresent the
telephone network, and later to depict the Inteitmebmputer network
diagrams as an abstraction of the underlying itrinature it represents.
Typical cloud computing providers deliver commorsiness
applications online that are accessed from andtfedy service or
software like a Web browser, while the software dath are stored on
servers. A key element of cloud computing is custation and the
creation of a user-defined experience.” -- Wikiped

Real time interaction between people via electréonts that replicate
face-to-face interactions and allow individuals awatk groups to
share and synchronize information at any timespeetive of location,
using electronic workspaces.

COTS typically describe ready-made software praiticat can easily
be obtained.

Ensuring that the privacy of information is maintdl.

Software applications or computer hardware thsité to the smooth
operation of an organization.

Technology solutions to manage and coordinateoaitacts with
customers to meet the customer’s needs in an ekemnd efficient
manner. It also provides a database to maintaomjtor, evaluate, and
analyze information from customer contacts and m@iegdion
responses.



CSR (Citizen Service
Request)

Cyber Attack

Dashboard

Database
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An application and process allowing citizens tomsitlmon-emergency
requests for service, questions, concerns, contpland suggestions.
The requests are submitted by citizens using anefdrm, or via
phone or in-person to the Citizen Service Requestrdnator or
elected officials. The system allows the requedte sent to the
responsible staff and for the staff to responde $ystem allows for
tracking of requests and reporting.

The use of computers and the Intamkstunching warfare in
cyberspace. These types of attacks are oftent tgogernment
systems.

Generally, a page or window on a computer screaindisplays real
time information collated from and analyzing vasdwusiness
processes or operations (see Business Intelligeaftevare on page 79)

A database is a collection of data that is orgahsethat its contents
can easily be accessed, managed, and updated.

Database ManagementSoftware that manages access to databases. Fsptovided

System (DBMS)

Data Center

Data Mining

Disaster Recovery
Plan

Document
Management System

Electronic Commerce
(e-commerce)
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typically include database creation, access, sgciwack up, and
recovery.

A secure and environmentally controlled facilityroom used to house
servers, computer components, network and telecanuamions
components, and storage systems.

The use of sophisticated search engines that asstistal algorithms to
discover patterns and correlations in otherwiselated data. It is
used as a way to find knowledge buried in the wamintain of
information either on the Internet or in a companywn files.

A written document that outlines an organizatia'sovery strategy,
damage assessment, monitoring of the recovery ggpaad restoration
of normal business operations.

A database system that keeps track of stored daugreeated by a
computer using word processing, spreadsheets, sdfftgerare, or
information scanned into a computer. Document mament systems
can be part of an imaging system as its integnairoling component.

The buying and selling of goods and services onriteznet, especially
the World Wide Web. In practice, this term andotesiness” are often
used interchangeably.



Enterprise

Enterprise Resource
Planning (ERP)

Fiber-Optic Cable

Firewall

Gb (gigabit)

GB (Gigabyte)

Geographic
Information System
(GIS)

Global Positioning
System (GPS)

Green Technology

Hacker
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An entire organization or multiple in&ated groups/functions

Systems or application suites that provide interaiple applications
that handle activities used by an enterprise. niptas of such
activities include accounting, procurement, inveyptoanagement,
human resources, payroll processing, budgetingeamaloyee self-
service.

Cables consisting of thin filaments of glass (dresttransparent
materials), which can carry beams of light for plugpose of
transmitting data usually over long distances.

A system designed to prevent unauthorized accessftom a private
network. Firewalls can be implemented using hardwea software, or
a combination of both. Firewalls are frequentlgdiso prevent
unauthorized Internet users from accessing privaete/orks connected
to the Internet. All data transmissions passimgugh the firewall are
examined. Those that do not meet specific secontgria are blocked
from entering or leaving the network.

A unit of measure for bandwidth remtsng one billion bits. (8 bits =
1 byte)

A unit of measure representing one billion bytesath. (1 byte =8
bits)

A system of hardware and software used for theagrretrieval and
mapping of geographical data. This spatial systesolves linking
database tables and geographic features, produnteiigent “layers”
of information that can be mapped

A navigational technology using satellites in spand receivers on
earth to provide location and time information loé receiver anywhere
on earth where there is an unobstructed line-dftdgtween the
receiver and an array of GPS satellites. It isrofised for tracking and
identifying the location of vehicles.

Technology that reduces stressenanvironment; e.g., technology
that reduces paper use, electrical power use, sjs;eise of fossil
fuels, etc.

Someone who tries to break into computer systeften aith
malicious intent.



Hosted Messaging
I-Net or Institutional
Network

Imaging

Infrastructure

Instant Messaging

Integrity

Interactive Voice
Response (IVR)

Internet

Internet Protocol (IP)

Internet Service

Provider (ISP)

Interoperability

Intranet
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E-mail and related collaboratewises that are hosted by a third
party in the Cloud

A private dedicated network built for local schqdissiness, or
government.

Imaging is the capture, storage, manipulation,disglay of images.
In document imaging, the emphasis is on captustaging, and
retrieving information from the images (which afeea mainly images
of text).

The hardware used to interconnect computers and irsguding
communication systems and the software to suppeset functions

Real time synchronized commupitatia electronic devices such as
computers and smartphones.

Ensuring that information is in an unadulteratedditon.

Part of a telephone system that uses prerecorded pmmpts for
callers to input, receive, and pay for informatwith a touch-tone
telephone.

The Internet, sometimes called “the Net,” is a wawtle system of
computer networks — a network of networks in whiskrs at any one
computer can, if they have permission, get inforomafrom any other
computer (and sometimes talk directly to userglarocomputers).

IP is the protocol that governs how packets ofnmiation are sent
across the Internet. Every device when it is coteteto the Internet is
uniquely identified with an IP address.

An ISP is a company that provides individuals atigeocompanies
access to the Internet and other related servicgsas website
building and hosting.

The ability of different or divegsystems and applications to
communicate and exchange data, and to work with eter.

A private network utilizing world wide web softwaseecifically
designed for workers to conduct internal business.



Kiosk

Knowledge Base

Knowledge
Management

Kronos

Legacy Application

Malware

Metadata

Mobile Computing

Network
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Public terminals that offer anything from Interaetess to government
information to ATM services. Electronic kiosks u&@ a simple user
interface and rugged hardware. Often these tetsara equipped

with touch screens.

A database designed for the competkestorage and retrieval of
information about a particular subject, task, paare, application, etc.
An example would be a searchable Frequently Askessons
(FAQs) database. It is often used as a self-sedewvice allowing the
user to find information on a particular subject.

Knowledge management is when an enterprise corsgiand
comprehensively gathers, organizes, shares, amgzarats knowledge
to further its aims. Essentially, it embodies onigational processes
that seek synergistic combinations of data, thermétion processing
capacity of information technologies, and the d¢weatnd innovative
capacity of human beings.

The application used by the City to keepkraf and report employee
work time, attendance and leave.

An old software system that continues to meet t#exla of its users
even though newer more efficient systems are availa

Malicious software designed to infiltrate compuggstems with the
purpose of causing harm.

Data that describes other data. Data dictionanesrepositories are
examples of metadata. The term may also refemydile or database
that holds information about another databaseiststre, attributes,
processing, or changes.

Technologies that allow a persmtake a computer and use it
“untethered,” using a wireless network infrastruetto provide
anytime, anywhere communications, access to infbomaand
transmission of information.

A system that transmits any combination of voigdew, and/or data
between users. It includes the cables and all@stipg hardware such
as bridges, routers and switches.



Radio Frequency
Identification (RFID)

Redundancy

Relational Databases

Remote Access

RockNet

Router

RSS (Really Simple
Syndication)

SCADA (Supervisory
Control and Data
Acquisition)

Draft Plan — 4-4-11

Attachment A

85
IT STRATEGIC PLAN FY 2012 — 2016
DRAFT

A data collection technology that uses radio wares electronic tags
with chips used to identify items. Unlike bar cediey do not need to
be close and in line of site to the scanner tosler They can be
imbedded within packages. They can store morettlatabar codes,
and they can be used for identification cards.

In a redundant system, if you lose part of theesystyou can continue
to operate. For example, if you have two power 8ap@nd one takes
over if the other one dies, then that is a formedfundancy.

A relational database is a collection of data itemgmnized as a set of
formally-described tables from which data can bmeased in many
different ways without having to reorganize theathaise tables. In
addition to being relatively easy to create andeasca relational
database has the important advantage of beingeasyend. After
original database creation, a new data categorypeadded without
requiring that all existing applications be modifie

The ability to access a computer or a network feoramote location.

A group of volunteers, who live in the City of Radke, whose
mission is to create a closer sense of communihgusmputers and
the Internet. RockNet manages a website and ehstaskerver, via the
City of Rockville home page, and provides inforroatand resources
on Rockville businesses, employment, communityrafidious
organizations, real estate, entertainment, schbiotaries, government
elections, and local weather, traffic, and maps.

A device or, in some cases, software that figutgshow to send
information to its destination.

Syndication of Web content, often a notice fromR865 source to
subscribers of new information on the website fara the subscriber
has indicated an interest in the latest informatiSgndicated content
can include data such as news feeds, events Bstiragvs stories,
headlines, project updates, excerpts from discogsimms, or
corporate information.

“Industrial control systems: computer systems thahitor and control
industrial, infrastructure, or facility-based preses.” —Wikipedia.
Examples of where it is used include water treatraed distribution
systems and large communications systems.



Scalability

Search Engine

Security

Self Service

Server

Service Level
Agreement (SLA)

Smart Computing

Smart Phone
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The ability of a computer application or producardware or software)
to continue to function well as it (or its conteit)changed in size or
volume to meet a user need. It also is the alatyonly to function
well in the rescaled situation, but also to actuadke full advantage of
it.

An information retrieval system used to find infation accessible on the
Internet and on computer systems. The resultg#®ate typically sorted in
order of relevance.

Security refers to techniques for ensuring thaa d&bred in a computer
cannot be read or compromised by unauthorized users

Applications or automated services @law employees and/or
customers to access information and perform cetésiks previously
requiring the assistance of another person. Exasfpl employees
include submitting applications for reimbursemeimdating their
personal information; making changes to retirenaggsbunts;
submitting open enrollment applications, etc. Egka®s for customers
include registering for recreation classes and qamog; paying utility
bills; paying parking tickets; applying for a jodtc.

In general, a server is a computer program thatipes services to
other computer programs on the same or other cargpuihe
computer that a server program runs on also isi&ety referred to as
a server (though it may contain a number of seawelrclient
programs).

A contract between a service provider and a sewsee detailing the
nature, quality, and scope of the service, as agethe responsibilities
of each party.

Intelligent IT-supported functiaiten used in a City environment to
control various infrastructure including public werand transportation
systems.

“A cellular telephone with built-in &pations and Internet access.
Smart phones (also, smartphones) provide digitaleveervice as well
as any combination of text messaging, e-mail, Welwbing, still
camera, video camera, MP3 player, video playesyigion and
organizer. In addition to their built-in functiorsnart phones have
become application delivery platforms, turning timee single-minded
cell phone into a mobile computer.” -- pc mag.camyclopedia



Social Networking

Software

Spatial Database

Switch

SWOT (Strengths,
Weaknesses,
Opportunities,
Threats) Analysis

Talent Management

Telephony

Telework

Transmission Control
Protocol/Internet
Protocol (TCP/IP)
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Use of Internet sites to conneith people or organizations of similar
interests, relationships, beliefs, knowledge, terilependency. These
sites allow for exchange of information. Rathemtlaaypical website
that communicates from one to many, these sitesvdtr
communication from many to many. Examples inclideebook, My
Space, and Twitter.

Application software is software designed to perfa specific
function directly for the user or, in some cases a@nother application
program. Examples of applications include wordcpssors; database
programs; Web browsers; development tools; drawpamt, and
image editing programs; and communication programs.

A database management system that not only hdddéatainformation,
but also contains graphic elements in order toasgnt data spatially.

A geographic information system is one of the pryrapplications of

a spatial database (land maps).

A network device that decides a path on which talsepiece of data
to its next destination. A switch usually includbe function of the
router.

A strategic planning exercise to identify and easdunternal and
external factors affecting an organization, a djpeproject or venture
and its goals and objectives. Strengths and weasleseare internal to
the organization. Opportunities and threats acrtofa presented by the
external environment.

Holistic processes and/or agpitaifor employee recruitment,
retention, evaluation, training, development, etc.

The technology associated with the elaatrtransmission of voice,
fax, or other information between distant partismg systems
historically associated with the telephone, a haididevice containing
both a speaker or transmitter and a receiver.

Working from home or another remote lomativhile maintaining
access to and contact with the workplace telephemesil, computer
and other systems.

TCP/IP is the basic communication language or paitof the
Internet. It can also be used as a communicapaotscol in the
private networks called Intranets and in extranets.



Uniform Resource
Locator (URL)

User Group

Virtual Private

Network (VPN)

Virtual Server

Virus

VolIP (Voice over
Internet Protocol)

Voice Recognition

Web Hosting

Webinar
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An URL is the address of a file (resource) accéssih the Internet.

An organization of users of a particular hardwareajtware product.
Members share ideas to improve their understaraiguse of a
particular product. User groups are often resymagor influencing
vendors to change or enhance their product.

A VPN utilizes a public network such as the Intérm®a secure
channel for communicating private data. VPN tedbagy allows the
creation of a secure link between a corporate laczd network (LAN)
and a remote user’s PC.

A software application that mimicplaysical “box” server.
Virtualization allows storage of more than one seln a physical
device, the capabilities of which are often undéred. Virtual
servers save electricity, produce less heat, anel ather operating
expenses. They also take up less space.

A virus is a piece of programming code ineérinto other
programming to cause some unexpected and, fori¢hiemyusually
undesirable event. Viruses can be transmittedomyntbading
programs from other sites or be present in an é-attachment. The
virus lies dormant until circumstances cause ittedo be executed by
the computer.

Rather than using standard telephone lines andodady to transmit
voice communications, VoIP converts voice commuiiocs to data
packets to send over converged voice and data nketwo

A voice recognition system hasdbility to receive and interpret
dictation or to carry out spoken commands. Thetmpowerful can
recognize thousands of words. Voice recognitioplies only that a
computer can take dictation, not that it understamidat is being said.

The function of housing, serving, arantaining files for one or more
websites. Web hosts offer super-fast connectiodseasy access to
the backbone of the Internet.

An online live, interactive seminar or cengince allowing listening,
viewing, and commenting by many people from diffeneemote sites
using their individual computers and phones.
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Wiki A website that allows users to collaborativehgate and edit content
and interlinked Web pages using a Web browser asichglified
markup language. Wiki is derived from Wikipedia,@line

encyclopedia that allows users to create, edit,aafubito topical
content.

World Wide Web

A computer network consisting of a collection afelimet sites offer
(WWW) (aka Web)

text, graphics, video, animation, and sound udneghtypertext markup
language (HTML)
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APPENDIX B: ERP OVERVIEW

One of the highest priorities in the strategic pkato address the City’s enterprise software
needs. One approach is to use integrated entegofsvare, which is commonly known as
enterprise resource planning or ERP software. Qibhehas an ERP system for financial and
HR related functions (see background below), &t akes a number of stand-alone systems, for
permitting, work order and other systems, whiclo édsknown as a “best-of-breed” approach.
Several key software functions are using standeakystems, which inhibits the free flow of
communication and information thus creating datassi This also makes it extremely difficult
to assemble or gather data for reporting and aisadysl for user account management and
security. Furthermore, it places significantly emdemands on IT staff who have to support
multiple computing platforms for each stand-aloppl&ation and it causes confusion for users
who have to learn how to use multiple applicatiaitsr dissimilar user interfaces and
functionality.

An ERP system that encompasses all of the majatifurs within the City allows for a much
greater degree of interaction and helps elimintzed data silos. There are at least a handful of
vendors that have an extensive number of modulesfgmally engineered for local government.
These modules incorporate nearly every major foneli software element that would be needed
for a typical City, and they would allow for strelamed reporting and communication.
Additionally, an integrated system can make it fdago provide real-time performance
information and other key indicators presented gnaghical format (“dashboard”) on the PCs of
managers and supervisors. Most systems typibalhg business intelligence software that not
only provides dashboards, but, also, comprehemsp@rting across multiple functions.

Implementing a comprehensive ERP system is a nuajdertaking and cannot be taken lightly.
It will require significant dedication of staff r@srces by departments and IT staff. A
successful implementation hinges on full cooperatibthese staff, full support of upper
management and a strong project management diseifgdimanage such a large project.

Before committing to a full-blown ERP system, iinsthe City’s best interest to conduct a
request for information (RFI) process. With thiormation received, the City can make a
decision on how to proceed and issue a requegtrémosals (RFP).

The ERP industry can be divided conveniently ihi@é tiers. The top tier has seen significant
consolidation over the past ten years and nownsposed of two major vendors, SAP and
Oracle. These systems are typically used in Ferd® companies and some larger
governments. The systems are typically pricetiéntens of millions of dollars and are
extremely complex to manage and support.

The second tier is largely composed of financialfHBman resources) system-only vendors.
These vendors also can have fairly complex systhaisan be very costly to implement.
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Some examples of these systems include: CGIl-AM@&Athge (City’s current system),
Famous, Lawson, etc.

There is not as clear of delineation between seemddhird tier vendors. Some of the third tier
vendors are government specific and offer a mongpcehensive array of government functions.
Some of these include: Tyler-Munis, New World, &ehtamation-One Solution software.
Other Local Governments’ ERP Use
A brief review of what other governments in theaaage using for ERP systems include the
following:

* Annapolis — Tyler-Munis

* Bowie — Tyler-Munis

» District of Columbia — Oracle/Peoplesoft

» Fairfax City — SunGard Pentamation

» Fairfax County — SAP and Oracle

» Gaithersburg — Tyler-Munis — Financials Only

* Hagerstown — Tyler-Munis

* Montgomery County — Oracle

Background

Enterprise Resource Planning or ERP systems aamiaagion-wide software systems that
combine the core functions of the organization.hil&/many software vendors will classify their
software as an ERP system, many do not offer fanstbeyond financial and HR related
applications. This is the case with the Cityisrent ERP system, CGI-AMS Advantage. The
City uses the following core functions or “modules”

* General Ledger

* Accounts Payable
* Procurement

* Inventory

* Human Resources
» Payroall

* InfoAdvantage (report writing)
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The City has used the AMS Advantage ERP softwaseesyfor more than 20 years. The
system originally was implemented on an IBM mainfeaand was a text-based system. In
2003, AMS announced that it would no longer be sujpg the mainframe environment in the
future, and that a Web-based system would be rejdlce text-based software. In 2006, the
City made the upgrade of the financial system &néw Web-based environment. In early
2008, the HR system was upgraded, and the Cityiafraane was no longer used for production
systems.

AMS has additional core modules that expand firereoad HR systems. The City has
considered implementing a performance budgetingesyand an employee self-service system.
The performance budgeting system would allow depamts to enter and submit their budget
requests directly within the AMS module. The budgedule would generate budget documents
ready for publication directly from the systemhelemployee self-service module provides the
capability for employees to enter their open emmelit information electronically, and they also
can update their contact information and printrtdéect deposit pay stubs.

While the Finance Department is generally satisfweti the AMS-Advantage ERP, nearly all
other departments are dissatisfied with the eass@®find functionality. In the focus groups and
in the employee survey used to help form the siratglan, the feedback was negative. Many
users complained about how difficult it is to usel &iow complicated it is to perform basic tasks.
Examples include entering requisitions or compebadget transfers. While training was
mentioned as a need, the functionality and laaksef friendliness of the system was of a greater
concern.

Other City of Rockville Enterprise Software

Utility Billing System

The Revenue Division within the Finance Departmesgs a legacy utility billing system to
generate bills and process payments from over 03)@Q@er customers. The system also has a
Web-based payment system and an automated bilpiagn.

Permitting/Code Enforcement/Licensing

The City has used Accela Tidemark Advantage fomitsy code enforcement, contract
inspection, trade licenses, and animal licenseesi®93. The system fully supports a total of
65 case types. In addition, the system also Asesla Wireless, which gives inspectors in the
field access to the permitting system. An intéva voice response (IVR) system from
Selectron is also integrated with the Tidemark Adsge software to allow the public to
schedule inspections by phone. Econnect is anaibdule of the permitting system, which
provides web-based access to the public to checkttius of permits and applications.

Work Orders

Public Works uses the Infor Hansen work order sygtetrack work requests. This system has
been in place for more than 12 years.
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Citizen Service Request

The City IT Department developed a custom Lotus onbased workflow application that
allows the public to enter service requests thrahghCity’s website and the council support
specialist then uses the system to assign and éiasdk request. Weekly reports are generated
and sent to the Mayor and Council. One of themestaff discussions on the draft strategic plan
focused on the shortcomings of this system imigbility to coordinate and communicate
information between departments, sometimes regptiuplication of efforts or not knowing
another department’s relevant actions.

Recreation Registration System

The Recreation and Parks Department uses CLAS®aefto process registrations for
recreation classes and programs. It is also wstddk memberships at the Municipal Swim
Center and various community centers. Key compisnafithis system also include an IVR
system to register via telephone and a Web-baggstration system.

Police Information System
The Police Department uses the Crimestar datalyatens to track public safety related data
that’s not part of the County’s report writing syst.

Refuse System
Public Works uses Route Manager, to track senggeests and complaints for refuse customers.

Considerations

While we believe the benefits of an expanded ERfesy for the City will increase efficiency,
communication, analysis, and decision-making, gh@yot come without some potential
drawbacks, among them:

» Significant staff time in preparing requests fdommation and requests for proposals,
and in analyzing offered solutions

* Reluctance of some key staff to change. For exaitimg Finance Department
completed the upgrade to the latest Financial aRdsybtems within the last six years.

* The possible need to make compromises in somesahtidules offered by the
vendor versus better or more desirable stand aoftgiare offered by other
companies

» Significant time and effort by IT and other staffdesigning and planning the change
» Significant amount of time for data conversion andry

» Significant staff time working with the vendor tmplement and test the new system
» Significant training for primary users, end usausq IT staff

» Significant time in post-deployment assistanceusers
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Research suggests the following criteria are antlboge to consider in deciding between a
“best-of-breed” approach and an ERP approach:

* Functionality: does the ERP system provide theessary functionality? If not, is it
available in a stand-alone system?

» Ease of integration: how difficult and expensivé i® integrate the best-of-breed
application(s) with the ERP system?

* Upgrading: how would the integration of best-oédxl applications impact ERP
upgrades and migrations to new ERP releases?

* What inefficiencies are caused by a best-of-brggmicach?
* What efficiencies and other core business objestban be met with an ERP system?

* What are the demands on IT staff of a best-of-beggmtoach versus an ERP
approach?

* How can each approach be used with the Cloud i€ihedesires to use the Cloud?

* What is the business risk? Will one approachddae City unable or hampered in
meeting its business operations, processes, ans?goa

* Which City business processes and operations aséimportant to the success of
the government?

Next Steps
Funding for enterprise software is included inpheposed FY12 budget. It is anticipated that
the following process would be followed:

A committee will be formed with representativesnfir€ity Departments.

An RFI process will begin where vendors will halie bpportunity to provide
information and demonstrations to the committee@hédr City staff.

It is anticipated that a consultant or contract kxyge will be hired to serve as the
project manager for this project

An RFP would be developed based on RFI findingsthadeeds of departments

The ERP committee would evaluate proposals and makeommendation for award of
a comprehensive ERP system or one that would chtde the replacement of the City’'s
Financial and HR systems.

A two-year implementation process would begin whaduld require significant
involvement of all departments and IT systems astalgnd systems support staff.

Draft Plan — 4-4-11



Attachment A

95
IT STRATEGIC PLAN FY 2012 — 2016
DRAFT

[back cover]

Draft Plan — 4-4-11



